
AVALIAÇÃO DE SCANNERS WEB OFERECIDOS COMO SERVIÇO (SAAS)

Felipe Melchior 1

Felipe Homrich Melchior 2

Rafael Fernandes da Silva 3

Isadora Garcia Ferrão 4

Guilherme Neri Bustamante Sá 5

Diego Luis Kreutz 6

Resumo:

A sociedade está cada vez mais dependente dos sistemas e serviços oferecidos através da Internet. A maioria dos recursos e 
serviços online são disponibilizados aos usuários finais na forma de aplicações Web. Portanto, a segurança desses sistemas 
passa a ser de fundamental importância para o mercado e a sociedade. Neste contexto, o objetivo deste trabalho é analisar a 
eficácia de scanners online de vulnerabilidades de sistemas Web. Para a avaliação, foi utilizado um cenário controlado 
contendo falhas pertencentes às 10 categorias de vulnerabilidades mais comumentemente encontradas em sistemas Web. O 
trabalho foi dividido em seis etapas bem definidas, indo desde o levantamento do estado da arte até a análise dos resultados 
obtidos pela execução dos scanners. Nas etapas iniciais, foram selecionados 5 scanners SaaS, que representam o estado da arte 
(o que há de mais avançado) em termos de detecção de vulnerabilidades em sistemas Web. Surpreendentemente, o conjunto 
destes serviços de varredura detectou apenas 70% das categorias de vulnerabilidades do ambiente controlado. Estes resultados 
indicam claramente a necessidade de se utilizar mais de um scanner para identificar falhas em um sistema Web e, também, 
demonstram o quão preocupante é o cenário atual uma vez que a detecção deveria ter atingido o índice de 100%. Além disso, 
os resultados corroboram com a teoria de que pode ser difícil escolher um scanner de vulnerabilidades para dar suporte, no 
que diz respeito a aspectos de segurança, ao processo de desenvolvimento de software.
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$ ,QWHUQHW ID] SDUWH GR FRWLGLDQR GD PDLRULD GDV SHVVRDV� $ JDPD GH VHUYLoRV RQOLQH� � � � � � � � � � � � � � �

YDL GHVGH UHGHV VRFLDLV� GH XVR JHUDO� DWp VLVWHPDV PDLV FRPSOH[RV H FUtWLFRV� FRPR RV� � � � � � � � � � � � � � �
VLVWHPDV SURGXWLYRV� EDQFiULRV H LQIUDHVWUXWXUDV FUtWLFDV �H[HPSOR� GLVWULEXLomR GH HQHUJLD� � � � � � � � � �
HOpWULFD�� +RMH� ����� SRU H[HPSOR� H[LVWHP EDQFRV ���� RQOLQH �H[HPSORV� 1���$OHPDQKD�� � � � � � � � � � �
5HYROXW�,QJODWHUUD� 1X%DQN�%UDVLO�� LVWR p� RQGH R FOLHQWH QmR SUHFLVD� HP QHQKXP PRPHQWR�� � � � � � � � � � � �
DSUHVHQWDU�VH ILVLFDPHQWH D XPD DJrQFLD GR EDQFR� $OLiV� R SUySULR FRQFHLWR GH ³DJrQFLD� � � � � � � � � � � � �
EDQFiULD´�GHL[D�GH�H[LVWLU�QHVWH�QRYR�PRGHOR���

(P UHVXPR� D VRFLHGDGH HVWi FDGD YH] PDLV GHSHQGHQWH GRV VLVWHPDV H VHUYLoRV� � � � � � � � � � � � �
RIHUHFLGRV DWUDYpV GD ,QWHUQHW� $ PDLRULD GRV UHFXUVRV H VHUYLoRV RQOLQH VmR GLVSRQLELOL]DGRV� � � � � � � � � � � � �
DRV XVXiULRV ILQDLV DWUDYpV GH VLVWHPDV �RX DSOLFDo}HV� �:HE H VHUYLoRV �:HE �� WDPEpP� � � � � � � � � � � � �
FRQKHFLGRV FRPR �:HE 6HUYLFHV �� 3RUWDQWR� D VHJXUDQoD GHVVHV VLVWHPDV SDVVD D VHU GH� � � � � � � � � � � � �
IXQGDPHQWDO�LPSRUWkQFLD�SDUD�R�PHUFDGR�H�D�VRFLHGDGH��

2 TXH VH REVHUYD� Mi ID] DOJXQV DQRV� p XP FHQiULR EDVWDQWH SUHRFXSDQWH FRP UHODomR D� � � � � � � � � � � � � � � �
VHJXUDQoD GRV VLVWHPDV �:HE�� 2V UHODWyULRV WpFQLFRV GH HPSUHVDV H HVSHFLDOLVWDV HP VHJXUDQoD� � � � � � � � � � � � �
GH VLVWHPDV WHP LQGLFDGR FODUDPHQWH TXH HVWH FHQiULR WHQGH D SLRUDU QRV SUy[LPRV DQRV >,%0� � � � � � � � � � � � � � �
6(&85,7<� ����� 6<0$17(&� ����@� 1mR p SDUD PHQRV� SRLV R Q~PHUR GH DWDFDQWHV H� � � � � � � � � � � � � �
IHUUDPHQWDV GH DWDTXH� GLVSRQtYHLV OLYUHPHQWH QD ,QWHUQHW� WHP FUHVFLGR H[SRQHQFLDOPHQWH�� � � � � � � � � �
$OJXQV GRV IDWRUHV TXH WHP FRQWULEXtGR SDUD DJUDYDU HVWD VLWXDomR VmR� R IiFLO DFHVVR DR� � � � � � � � � � � � � � �
FRQKHFLPHQWR WpFQLFR HVSHFLDOL]DGR� SRWHQFLDOL]DQGR D IRUPDomR H FDSDFLWDomR GRV DWDFDQWHV�� � � � � � � � � �
D IDOWD GH FRQKHFLPHQWRV WpFQLFRV HP VHJXUDQoD SRU SDUWH GD PDLRULD GRV GHVHQYROYHGRUHV GH� � � � � � � � � � � � � �
VLVWHPDV �:HE �� D IDOWD �RX IUDFD� GH IRUPDomR YROWDGD j VHJXUDQoD GD LQIRUPDomR QDV� � � � � � � � � � � � � �
XQLYHUVLGDGHV� RV SUD]RV H PHWDV GRV SURMHWRV GH VRIWZDUH� SULRUL]DQGR R WHPSR HP GHWULPHQWR� � � � � � � � � � � � � �
GD�TXDOLGDGH�H�VHJXUDQoD�GR�SURGXWR��HQWUH�RXWURV���

1D iUHD GH VHJXUDQoD GH GDGRV H VLVWHPDV� H[LVWHP GLIHUHQWHV WpFQLFDV TXH SRGHP� � � � � � � � � � � � �
DMXGDU QR FRPEDWH jV SULQFLSDLV DPHDoDV FRQWUD VLVWHPDV RQOLQH� 8PD GDV WpFQLFDV PDLV� � � � � � � � � � � � �
FRPXPHQWHPHQWH XWLOL]DGDV VmR DV IHUUDPHQWDV GH YDUULPHQWR DXWRPiWLFR� WDPEpP� � � � � � � � �
FRQKHFLPHQWRV FRPR �VFDQQHUV GH YXOQHUDELOLGDGHV� RX GHIHLWRV� GH VLVWHPDV� (VWHV �VFDQQHUV� � � � � � � � � � �
VmR SURJUDPDGRV SDUD GHWHFWDU H GLDJQRVWLFDU YXOQHUDELOLGDGHV FRPR �EXJV GH LPSOHPHQWDomR� � � � � � � � � � �
GH VRIWZDUH �H[HPSORV� FDPSRV TXH QmR VmR YHULILFDGRV� �EXIIHU RYHUIORZ�� H[HFXomR UHPRWD GH� � � � � � � � � � � � �
FRPDQGRV�� VHQKDV SDGUmR� VLVWHPDV XWLOL]DQGR VRIWZDUH GHVDWXDOL]DGR RX FRP IDOKDV GH� � � � � � � � � � �
VHJXUDQoD��HQWUH�RXWUDV�FRLVDV���

1D OLWHUDWXUD� H[LVWHP GLIHUHQWHV HVWXGRV VREUH �VFDQQHUV GH YXOQHUDELOLGDGHV �RII�OLQH��� � � � � � � � � �
LVWR p� TXH H[HFXWDP HP XPD PiTXLQD� FRPR XP RXWUR VRIWZDUH TXDOTXHU >%$8� -� HW DO�� � � � � � � � � � � � � � � �
����� 52&+$� '� HW DO� ����� )(55­2� ,� HW DO� ����@� (QWUHWDQWR� Ki XPD FDUrQFLD GH� � � � � � � � � � � � � � � �
HVWXGRV UHODFLRQDGRV DRV �VFDQQHUV RQOLQH� WDPEpP FRQKHFLGRV FRPR VHUYLoRV RQOLQH GH� � � � � � � � � � �
DQiOLVH GH YXOQHUDELOLGDGHV HP VLVWHPDV �:HE�� 'LIHUHQWHPHQWH GRV �VFDQQHUV WUDGLFLRQDLV� TXH� � � � � � � � � � �
GHPDQGDP SURILVVLRQDLV GH WHFQRORJLD H SUHFLVDP VHU LQVWDODGRV� FRQILJXUDGRV H DWXDOL]DGRV� � � � � � � � � � �
FRQVWDQWHPHQWH� RV �VFDQQHUV RQOLQH RIHUHFHP XP VHUYLoR VLPSOHV H SUiWLFR DRV XVXiULRV ILQDLV�� � � � � � � � � � � � �
FRPR HPSUHVDV GH FRPpUFLR HOHWU{QLFR� $ SDUWLU GH XP FDGDVWUR RQOLQH� DOJXQV FOLTXHV H XPD� � � � � � � � � � � � � � �
YDOLGDomR WpFQLFD EiVLFD GH SURSULHGDGH GR VLVWHPD DOYR� R XVXiULR SRGH XWLOL]DU R VHUYLoR� � � � � � � � � � � � � �
RIHUHFLGR SHORV �VFDQQHUV RQOLQH� (QWUHWDQWR� VXUJH� GH LPHGLDWR� XPD SHUJXQWD FUXFLDO� TXmR� � � � � � � � � � � �
HILFD]HV�VmR�RV��VFDQQHUV ��RQOLQH�TXDQGR�FRPSDUDGRV�DRV� �RII�OLQH�"�

%XVFDQGR UHVSRQGHU D HVWD SHUJXQWD� R REMHWLYR GHVWH WUDEDOKR p DQDOLVDU D HILFiFLD GH� � � � � � � � � � � � � �
VFDQQHUV RQOLQH GH YXOQHUDELOLGDGHV� RX VHMD� �VFDQQHUV QR PRGHOR �6DD6 ���6RIWZDUH DV D� � � � � � � � � � � � �

6HUYLFH��� 'H IRUPD DQiORJD jV SULQFLSDLV SHVTXLVDV UHODFLRQDGDV j DQiOLVH GH �VFDQQHUV GH� � � � � � � � � � � � �
YXOQHUDELOLGDGHV �RII�OLQH >0$.,12� <� HW DO� ����� '$/$/$1$� '� %� HW DO� ����@� p� � � � � � � � � � � � � �

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



�

SURSRVWR XP DPELHQWH FRQWURODGR SDUD D DQiOLVH GRV VHUYLoRV RQOLQH GH YDUUHGXUD� (VWH� � � � � � � � � � � � �
DPELHQWH FRQWpP D LPSOHPHQWDomR GH DOJXPDV GDV SULQFLSDLV YXOQHUDELOLGDGHV PDLV� � � � � � � � � �
UHFRUUHQWHPHQWH�HQFRQWUDGDV�HP�VLVWHPDV� �:HE ����

2 GHVHQYROYLPHQWR GR WUDEDOKR p FRPSRVWR SRU VHLV HWDSDV� VHQGR HODV D �L� SHVTXLVD H� � � � � � � � � � � � � � �
VHOHomR GRV �VFDQQHUV RQOLQH� �LL� SHVTXLVD H LGHQWLILFDomR GDV YXOQHUDELOLGDGHV D VHUHP� � � � � � � � � � � �
XWLOL]DGDV QD DYDOLDomR GRV �VFDQQHUV RQOLQH� �LLL� LPSOHPHQWDomR H FRQILJXUDomR GR DPELHQWH� � � � � � � � � � � �
FRQWURODGR� �LY� FRQILJXUDomR H H[HFXomR GRV �VFDQQHUV RQOLQH VHOHFLRQDGRV� �Y� DQiOLVH GRV� � � � � � � � � � � �
UHVXOWDGRV��H��YL��SURVSHFomR�GH�WUDEDOKRV�IXWXURV��(VWDV�HWDSDV�VmR�GHWDOKDGDV�QD�6HFomR����

$�FRQWULEXLomR�GHVWD�SHVTXLVD�SRGH�VHU�UHVXPLGD�HP��
� SHVTXLVD�H�LGHQWLILFDomR�GRV�SULQFLSDLV� �VFDQQHUV ��RQOLQH��RIHUHFLGRV�FRPR�6DD6��
� DYDOLDomR�HPStULFD�GD�HILFiFLDV�GRV� �VFDQQHUV ��RQOLQH��
� FRPSDUDomR�GRV�UHVXOWDGRV�REWLGRV�FRP� �VFDQQHUV�RII�OLQH���
� LGHQWLILFDomR�GH�RSRUWXQLGDGHV�GH�SHVTXLVD�H�GHVHQYROYLPHQWR�IXWXUR��

2 UHVWDQWH GR WUDEDOKR HVWi RUJDQL]DGR FRPR VHJXH� $ 6HomR � GHWDOKD DV HWDSDV GH� � � � � � � � � � � � � � �
GHVHQYROYLPHQWR GR WUDEDOKR� 1D 6HomR � VmR DQDOLVDGRV RV UHVXOWDGRV� 3RU ILP� VmR� � � � � � � � � � � � �
DSUHVHQWDGDV�DV�FRQVLGHUDo}HV�ILQDLV��

�

��0(72'2/2*,$��
2 WUDEDOKR IRL GLYLGLGR HP VHLV HWDSDV� �1D �SULPHLUD HWDSD �IRUDP SHVTXLVDGRV H VHOHFLRQDGRV� � � � � � � � � � � � � �
RV �VFDQQHUV RQOLQH D VHUHP DYDOLDGRV� 3DUD D VHOHomR IRUDP UHDOL]DGDV EXVFDV QRV VLWHV� � � � � � � � � � � � � �
*RRJOH� 2:$63 H *HHN )ODUH� 1XPD SULPHLUD IDVH� IRUDP VHOHFLRQDGDV DV �� IHUUDPHQWDV� � � � � � � � � � � � �
TXH HVWDYDP HQWUH DV PHOKRUHV QRV �UDQNLQJV �GRV VLWHV� $ GLVSRQLELOLGDGH GH XPD YHUVmR GH� � � � � � � � � � � � � � �
WHVWHV FRPSOHWD� HP WHUPRV GH IXQFLRQDOLGDGHV GH YDUUHGXUD� GR �VFDQQHU IRL XWLOL]DGD FRPR� � � � � � � � � � � � �
VHJXQGR FULWpULR GH VHOHomR� &RP LVWR� D OLVWD IRL UHGX]LGD D � VHUYLoRV RQOLQH� VHQGR HOHV R� � � � � � � � � � � � � � � � �
6FDQ0\6HUYHU��'HWHFWLI\��7LQIRLO��4XDO\V�H�$FXQHWL[���

1D �VHJXQGD HWDSD IRUDP LQYHVWLJDGDV H GHILQLGDV DV YXOQHUDELOLGDGHV GR FHQiULR� � � � � � � � � � �
FRQWURODGR D VHUHP XWLOL]DGDV QD DYDOLDomR GRV �VFDQQHUV RQOLQH� $ VHOHomR IRL EDVHDGD QR� � � � � � � � � � � � � �
UDQNLQJ PDQWLGR SHOD RUJDQL]DomR LQWHUQDFLRQDO GH VHJXUDQoD HP DSOLFDo}HV �:HE �� PDLV� � � � � � � � � � �
FRQKHFLGD FRPR 2:$63 >2:$63 ����@� $V YXOQHUDELOLGDGHV HVWmR GLYLGDV HP ��� � � � � � � � � � �
FDWHJRULDV� VHQGR HODV� LQMHomR GH FyGLJR� TXHEUD GH DXWHQWLFDomR H JHUHQFLDPHQWR GH VHVVmR�� � � � � � � � � � � � �
FURVV�VLWH VFULSWLQJ �;66�� TXHEUD GH FRQWUROH GH DFHVVR� Pi FRQILJXUDomR GH VHJXUDQoD�� � � � � � � � � � � �
H[SRVLomR GH GDGRV VHQVtYHLV� IDOWD GH SURWHomR FRQWUD DWDTXHV� FURVV�VLWH UHTXHVW IRUJHU\� � � � � � � � � � � �
�&65)���XVR�GH�FRPSRQHQWHV�FRP�YXOQHUDELOLGDGHV�FRQKHFLGDV�H�$3,V�GHVSURWHJLGDV��

$ �WHUFHLUD HWDSD �IRL GHVWLQDGD DR SODQHMDPHQWR H LPSOHPHQWDomR FHQiULR FRQWURODGR�� � � � � � � � � � �
(VWH IRL SUHSDUDGR XWLOL]DQGR D GLVWULEXLomR 8EXQWX 6HUYHU ������� /76� VHUYLGRU 0\64/� � � � � � � � � � � �
�YHUVmR ����� VHUYLGRU :HE $SDFKH �YHUVmR ������� H 3+3 �YHUVmR ����� 1R FHQiULR FRQWURODGR�� � � � � � � � � � � � � �
IRUDP LPSOHPHQWDGDV YXOQHUDELOLGDGHV GDV �� FDWHJRULDV GD HWDSD DQWHULRU� 3DUD GLVSRQLELOL]DU� � � � � � � � � � �
R VHUYLGRU 8EXQWX QD ,QWHUQHW� IRL XWLOL]DGD XPD PiTXLQD YLUWXDO .90� FRP HQGHUHoR ,3� � � � � � � � � � � � � �
S~EOLFR� QXPD PiTXLQD ItVLFD FRP SURFHVVDGRU ,QWHO�5� &RUH � 4���� ����*+]� �*% GH� � � � � � � � � � � � �
PHPyULD�5$0��H�GLVFR�UtJLGR�6$7$�GH����*%��

$ H[HFXomR GRV �VFDQQHUV RQOLQH RFRUUHX QD �TXDUWD HWDSD �� �(QWUHWDQWR� GLIHUHQWHPHQWH� � � � � � � � � � �
GRV �VFDQQHUV RII�OLQH�� RV �VFDQQHUV RQOLQH� RIHUHFLGRV FRPR VHUYLoRV �6DD6� SRU HPSUHVDV� � � � � � � � � � � �
WHUFHLUDV� UHTXHUHP YDOLGDomR GH SURSULHGDGH GR GRPtQLR �HQGHUHoR ,3� H VLVWHPD �:HE �� 8PD� � � � � � � � � � � � �
GDV IRUPDV PDLV FRPXQV GH UHDOL]DU HVWH WLSR GH YDOLGDomR p DWUDYpV GH DUTXLYRV HVSHFtILFRV�� � � � � � � � � � � � � � �
JHUDGRV SHOR SURYHGRU GDV IHUUDPHQWDV RQOLQH� TXH VmR FRORFDGRV QR VHUYLGRU �:HE SDUD� � � � � � � � � � � � �
FHUWLILFDU GH TXH R UHVSRQViYHO SHOR VLVWHPD �:HE HVWi� GH IDWR� FLHQWH H GH DFRUGR FRP D� � � � � � � � � � � � � � � � �
H[HFXomR� �VFDQQHUV ���

1D �TXLQWD HWDSD IRL UHDOL]DGD D DQiOLVH GRV UHVXOWDGRV GRV �VFDQQHUV RQOLQH� 2 SULPHLUR� � � � � � � � � � � � � �
SDVVR IRL DQDOLVDU RV UHODWyULRV GH YDUUHGXUD GH FDGD IHUUDPHQWD� (VWHV GRFXPHQWRV GH VDtGD� � � � � � � � � � � � � �

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



�

FRQWpP XPD OLVWD GH YXOQHUDELOLGDGHV HQFRQWUDGDV� LQFOXLQGR R QtYHO GH JUDYLGDGH H SRGHP RX� � � � � � � � � � � � � �
QmR FRQWHU LQIRUPDo}HV DGLFLRQDLV VREUH DV IDOKDV� RQGH HVWmR ORFDOL]DGDV QR VLVWHPD �:HE ��� � � � � � � � � � � � �
FRPR SRGHP VHU FRUULJLGDV H HVWDWtVWLFDV GH YDUUHGXUDV DQWHULRUHV� 8PD FRPSLODomR GRV� � � � � � � � � � � �
UHVXOWDGRV�p�DSUHVHQWDGD�QD�6HomR����

3RU ILP� QD �VH[WD HWDSD IRL UHDOL]DGD XPD SURVSHFomR GH WUDEDOKRV IXWXURV� 'XUDQWH� � � � � � � � � � � � �
HVWD HWDSD� IRUDP LGHQWLILFDGRV DOJXQV GRV GHVDILRV GH SHVTXLVD� HP DEHUWR� H SRVVtYHLV� � � � � � � � � � � � �
FDPLQKRV SDUD GDU VHJXLPHQWR j SUHVHQWH SHVTXLVD� FRPR DSUHVHQWDGR QD ~OWLPD VHomR GHVWH� � � � � � � � � � � � �
WUDEDOKR��
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$ �7DEHOD � �UHVXPH RV UHVXOWDGRV GDV HWDSDV TXDWUR H FLQFR GR WUDEDOKR� DSUHVHQWDQGR TXDLV� � � � � � � � � � � � � � �
VFDQQHUV GHWHFWDUDP FDGD XPD GDV �� FDWHJRULDV GH YXOQHUDELOLGDGHV GR FHQiULR FRQWURODGR�� � � � � � � � � � � �
2V �VFDQQHUV IRUDP HQXPHUDGRV FRPR VHJXH� >�@ $FXQHWL[� >�@ 'HWHFWLI\� >�@ 4XDO\V� >�@� � � � � � � � � � � � �
7LQIRLO H >�@ 6FDQ0\6HUYHU� 9DOH UHVVDOWDU TXH WUDWD�VH GH XPD DQiOLVH �EODFN�ER[ �� XPD YH]� � � � � � � � � � � � � �
TXH RV �VFDQQHUV RQOLQH QmR SRVVXHP DFHVVR j LQIRUPDo}HV VREUH D LQIUDHVWUXWXUD� FyGLJR IRQWH� � � � � � � � � � � � � �
RX TXDOTXHU RXWUD LQIRUPDomR VREUH R VLVWHPD DOYR� 1D SUiWLFD� HVWH p R WLSR GH DQiOLVH PDLV� � � � � � � � � � � � � � � � �
FRPXPHQWHPHQWH�DGRWDGR�SHORV�DWDFDQWHV��

$R REVHUYDU D �7DEHOD ��� QRWD�VH TXH DV FDWHJRULDV PHOKRU FREHUWDV SHORV VHUYLoRV� � � � � � � � � � � � �
RQOLQH GH YDUUHGXUD VmR LQMHomR GH FyGLJR �DSHQDV R 7LQIRLO QmR HQFRQWURX HVWH WLSR GH IDOKD� H� � � � � � � � � � � � � � � � �
Pi FRQILJXUDomR GH VHJXUDQoD� 6XUSUHHQGHQWHPHQWH� RV �VFDQQHUV RQOLQH QmR GHWHFWDUDP� � � � � � � � � �
QHQKXPD YXOQHUDELOLGDGH HP WUrV FDWHJRULDV� LQFOXLQGR TXHEUD GH FRQWUROH GH DFHVVR� XVR GH� � � � � � � � � � � � �
FRPSRQHQWHV�FRP�YXOQHUDELOLGDGHV�FRQKHFLGDV�H�$3,V�GHVSURWHJLGDV��

2V �VFDQQHUV RQOLQH PDLV HILFD]HV QR FHQiULR FRQWURODGR IRUDP R 'HWHFWLI\ H R� � � � � � � � � � � � �
$FXQHWL[� 2 'HWHFWLI\ GHWHFWRX YXOQHUDELOLGDGHV HP ��� GR WRWDO GDV FDWHJRULDV� PDV DSHQDV� � � � � � � � � � � � �
��� GDV IDOKDV FUtWLFDV� -i R $FXQHWL[� DSHVDU GH WDPEpP HQFRQWUDU ��� GDV YXOQHUDELOLGDGHV�� � � � � � � � � � � � � �
GHWHFWRX PDLV YXOQHUDELOLGDGHV GH FULWLFLGDGH DOWD ���� GDV IDOKDV FUtWLFDV�� ,VWR VLJQLILFD TXH� � � � � � � � � � � � �
HVWH �VFDQQHU p PDLV HILFD] QD GHWHFomR GH IDOKDV FUtWLFDV HP DPELHQWHV �:HE VLPLODUHV DR� � � � � � � � � � � � � � �
XWLOL]DGR�QHVWH�WUDEDOKR��R�TXH�FRUUHVSRQGH�D�PDLRULD�GRV�XWLOL]DGRV�QD�SUiWLFD��
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7DEHOD�����'HWHFomR�GH�YXOQHUDELOLGDGHV�QR�FHQiULR�FRQWURODGR��
�

&DWHJRULDV�GH�YXOQHUDELOLGDGHV� 6FDQQHUV ��2QOLQH�

,QMHomR�GH�&yGLJR� >�������@�

4XHEUD�GH�$XWHQWLFDomR�H�*HUHQFLDPHQWR�GH�6HVVmR� >�@�

&URVV�VLWH�VFULSWLQJ�
�

>���@�
�

4XHEUD�GH�FRQWUROH�GH�DFHVVR� >@�

0i�FRQILJXUDomR�GH�VHJXUDQoD� >���������@�

([SRVLomR�GH�GDGRV�VHQVtYHLV� �>�����@�

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
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�)DOWD�GH�SURWHomR�FRQWUD�DWDTXHV� >�����@�

&URVV�VLWH�UHTXHVW�IRUJHU\ ���&65)�� >���@�

8VR�GH�FRPSRQHQWHV�FRP�YXOQHUDELOLGDGHV�FRQKHFLGDV� >@�

$3,V�GHVSURWHJLGDV� >@�

)RQWH��GR�DXWRU��������

&RPR SRGH VHU REVHUYDGR QD �7DEHOD ��� R WHPSR GH H[HFXomR QmR QHFHVVDULDPHQWH WHP� � � � � � � � � � � � � �
XPD UHODomR GLUHWD FRP D WD[D GH GHWHFomR� (QTXDQWR TXH D IHUUDPHQWD 7LQIRLO GHWHFWRX� � � � � � � � � � � � � �
DSHQDV ��� GDV IDOKDV FUtWLFDV HP � KRUDV H �� PLQXWRV GH H[HFXomR� R $FXQHWL[ HQFRQWURX� � � � � � � � � � � � � � � �
��� HP DSHQDV � PLQXWRV H �� VHJXQGRV� (P RXWUDV SDODYUDV� R TXH PDLV LPSRUWD VmR RV� � � � � � � � � � � � � � � � �
PpWRGRV H DV WpFQLFDV GH GHWHFomR XWLOL]DGRV SHORV �VFDQQHUV �� (VWHV UHVXOWDGRV UHIRUoDP D� � � � � � � � � � � � �
QHFHVVLGDGH GH XPD FRQVWDQWH DYDOLDomR GRV �VFDQQHUV GH YXOQHUDELOLGDGHV GHYLGR D IDWRUHV� � � � � � � � � � � �
FRPR HYROXomR GDV WpFQLFDV GH GHWHFomR� HYROXomR GDV WHFQRORJLDV GH GHVHQYROYLPHQWR GH� � � � � � � � � � � �
VLVWHPDV� �:HE��H�VXUJLPHQWR�GH�QRYRV�WLSRV�GH�YXOQHUDELOLGDGHV�H�DWDTXHV��
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7DEHOD�����7HPSR�GH�H[HFXomR�GRV� �VFDQQHUV�
�

6FDQQHU ��6DD6� 7HPSR�GH�H[HFXomR�
7D[D�GH�GHWHFomR�GH�
IDOKDV�FUtWLFDV�

$FXQHWL[� ��PLQXWRV�H����VHJXQGRV� ����

'HWHFWLI\� ��KRUDV�H����PLQXWRV� ����

4XDO\V� ��PLQXWRV�H���VHJXQGRV� ���

7LQIRLO� ��KRUDV�H����PLQXWRV� ����

6FDQ0\6HUYHU� ���PLQXWRV� ����
)RQWH��GR�DXWRU��������
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��&216,'(5$d®(6�),1$,6�
2V UHVXOWDGRV GD DYDOLDomR GRV �VFDQQHUV �6DD6 GHL[DUDP D GHVHMDU� 6XUSUHHQGHQWHPHQWH� R� � � � � � � � � � � �
FRQMXQWR GH � �VFDQQHUV GHWHFWRX DSHQDV ��� GDV FDWHJRULDV GH YXOQHUDELOLGDGHV GR DPELHQWH� � � � � � � � � � � � �
FRQWURODGR� (VWHV UHVXOWDGRV LQGLFDP FODUDPHQWH D QHFHVVLGDGH GH VH XWLOL]DU PDLV GH XP� � � � � � � � � � � � �
VFDQQHU �SDUD GHWHFWDU GHIHLWRV GH VHJXUDQoD HP VLVWHPDV �:HE H� PDLV LPSRUWDQWH� UHWUDWDP XP� � � � � � � � � � � � � �
FHQiULR EDVWDQWH SUHRFXSDQWH� )LFD HYLGHQWH D QHFHVVLGDGH GH SHVTXLVD H GHVHQYROYLPHQWR� � � � � � � � � � �
QHVWD iUHD� $GLFLRQDOPHQWH� RV UHVXOWDGRV FRUURERUDP WDPEpP FRP D WHRULD� GH WUDEDOKRV� � � � � � � � � � � �
DQWHULRUHV� GH TXH SRGH VHU GLItFLO HVFROKHU XP �VFDQQHU GH YXOQHUDELOLGDGHV SDUD GDU VXSRUWH�� � � � � � � � � � � � � �
QR�TXH�GL]�UHVSHLWR�D�DVSHFWRV�GH�VHJXUDQoD��DR�SURFHVVR�GH�GHVHQYROYLPHQWR�GH�VRIWZDUH��

$SHVDU GRV UHVXOWDGRV� GLJD�VH GH SDVVDJHP VLPLODUHV DRV GDV IHUUDPHQWDV �RII�OLQH�� RV� � � � � � � � � � � �
VFDQQHUV 6DD6 �RQOLQH� SRVVXHP DOJXPDV YDQWDJHQV H DWUDWLYRV TXH RV WRUQDP DOWHUQDWLYDV� � � � � � � � � � � �
LQWHUHVVDQWHV SDUD PXLWDV HPSUHVDV H LQVWLWXLo}HV� $OJXQV GRV EHQHItFLRV GHVWHV VHUYLoRV VmR� � � � � � � � � � � �
OLVWDGRV�D�VHJXLU���

� QmR QHFHVVLWDP GH PmR GH REUD HVSHFLDOL]DGD� UHGX]LQGR FXVWRV RSHUDFLRQDLV H R WHPSR� � � � � � � � � � � � �
GH�DWLYDomR�H�XWLOL]DomR��
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� VmR PHQRV VXVFHWtYHLV D SUREOHPDV UHODFLRQDGRV D DWXDOL]DomR GH VRIWZDUH� XPD YH]� � � � � � � � � � � �
TXH DV HPSUHVDV SURYHGRUDV GRV VHUYLoRV PDQWpP WLPHV HVSHFLDOL]DGRV SDUD JDUDQWLU D� � � � � � � � � � � �
DWXDOL]DomR�FRQVWDQWH�GRV� �VFDQQHUV ���

� QmR�GHPDQGDP�LQIUDHVWUXWXUD�ItVLFD�SUySULD�SDUD�LQVWDODomR�H�H[HFXomR��H�
� VmR PDLV HVFDOiYHLV� XPD YH] TXH VmR GLVSRQLELOL]DGRV HP LQIUDHVWUXWXUDV GH QXYHP�� � � � � � � � � � � �
SHUPLWLQGR�DWHQGHU�XP�Q~PHUR�GLQkPLFR�H�JUDQGH�GH�FOLHQWHV�H�VLVWHPDV��
3RU ILP� GDQGR FRQWLQXLGDGH D HVWH WUDEDOKR� SHVTXLVDV IXWXUDV SRGHP WHQWDU UHVSRQGHU� � � � � � � � � � � �

TXHVW}HV FRPR DV D VHJXLU� 4XDO R LPSDFWR GH IUDPHZRUNV �:HE QR FRQWUROH GH� � � � � � � � � � � � � �
YXOQHUDELOLGDGHV" 4XDO p D HILFiFLD GRV �:HE $SSOLFDWLRQ )LUHZDOOV QD SURWHomR GH VLVWHPDV� � � � � � � � � � � � �
:HE �" e SRVVtYHO DWLQJLU�VH XPD FREHUWXUD GH ���� XWLOL]DQGR XP ~QLFR VHUYLoR RQOLQH GH� � � � � � � � � � � � � �
YDUUHGXUD GH YXOQHUDELOLGDGHV" 0~OWLSORV �VFDQQHUV RII�OLQH SRGHP VHU� FRP VXFHVVR H HILFiFLD�� � � � � � � � � � � �
FRPELQDGRV�HP�XPD�~QLFD�SODWDIRUPD�6DD6�RQOLQH"�

�

5()(5Ç1&,$6��

%$8� -� HW DO� 6WDWH RI WKH DUW� $XWRPDWHG EODFN�ER[ ZHE DSSOLFDWLRQ YXOQHUDELOLW\ WHVWLQJ� ,Q�� � � � � � � � � � � � � � �
,(((�6\PSRVLXP�RQ�6HFXULW\�DQG�3ULYDF\��,(((��������S����������

'$/$/$1$� '� %� =25=2� $� )� 2YHUYLHZ DQG RSHQ LVVXHV RQ SHQHWUDWLRQ WHVW� ,Q� -RXUQDO� � � � � � � � � � � � � � �
RI�WKH�%UD]LOLDQ�&RPSXWHU�6RFLHW\��������S��������

'283e� $� HW DO� :K\ -RKQQ\ FDQ¶W SHQWHVW� $Q DQDO\VLV RI EODFN�ER[ ZHE YXOQHUDELOLW\� � � � � � � � � � � � � �
VFDQQHUV� ,Q� ,QWHUQDWLRQDO &RQIHUHQFH RQ 'HWHFWLRQ RI ,QWUXVLRQV DQG 0DOZDUH� DQG� � � � � � � � � � �
9XOQHUDELOLW\�$VVHVVPHQW��6SULQJHU��%HUOLQ��+HLGHOEHUJ��������S�����������

)(55­2� ,� *� .5(87=� '� /� 6HJXUDQoD QD :HE� DQiOLVH EODFN�ER[ GH VFDQQHUV GH� � � � � � � � � � � � � �
YXOQHUDELOLGDGHV��,Q��(VFROD�5HJLRQDO�GH�(QJHQKDULD�GH�6RIWZDUH��(5(6���������S������������

.80$5� &� � 6DD6 :HE 9XOQHUDELOLW\ 6FDQQHU IRU &RQWLQXRXV 6HFXULW\� ����� 'LVSRQtYHO� � � � � � � � � � � �
HP� �KWWSV���JHHNIODUH�FRP�VDDV�ZHE�YXOQHUDELOLW\�VFDQQHU�! $FHVVR HP �� GH $JRVWR GH� � � � � � � �
������

,%0�6(&85,7<��,%0�;�)RUFH�7KUHDW�,QWHOOLJHQFH�,QGH[�������������

0$.,12� <�� ./<8(9� 9� (YDOXDWLRQ RI ZHE YXOQHUDELOLW\ VFDQQHUV� ,Q� ���� ,((( �WK� � � � � � � � � � � � �
,QWHUQDWLRQDO &RQIHUHQFH RQ ,QWHOOLJHQW 'DWD $FTXLVLWLRQ DQG $GYDQFHG &RPSXWLQJ 6\VWHPV�� � � � � � � � � �
7HFKQRORJ\�DQG�$SSOLFDWLRQV��,'$$&6���������S������������

52&+$� '� .5(87=� '� 785&+(77,� 5� $ IUHH DQG H[WHQVLEOH WRRO WR GHWHFW� � � � � � � � � � � � �
YXOQHUDELOLWLHV LQ ZHE V\VWHPV� ,Q� ,QIRUPDWLRQ 6\VWHPV DQG 7HFKQRORJLHV �&,67,�� ���� �WK� � � � � � � � � � � �
,EHULDQ�&RQIHUHQFH�RQ��,(((��������S�������

9,(*$6� -� 3RU TXH R Q~PHUR GH DWDTXHV YLUWXDLV DXPHQWRX H FRPR HYLWi�ORV� ������ � � � � � � � � � � � � �
'LVSRQtYHO�HP����KWWSV���JRR�JO�]N1DK3 �!�$FHVVR�HP����GH�$JRVWR�GH�������

6<0$17(&��,QWHUQHW�VHFXULW\�WKUHDW�UHSRUW��������

7851(5� 0� %8'*(1� '� %5(5(721� 3� 7XUQLQJ VRIWZDUH LQWR D VHUYLFH� ,Q� &RPSXWHU�� � � � � � � � � � � � �
���������������S���������

'8%(<� $� :$*/(� '� 'HOLYHULQJ VRIWZDUH DV D VHUYLFH� ,Q� 7KH 0F.LQVH\ 4XDUWHUO\� 7KH� � � � � � � � � � � � � �
2QOLQH�-RXUQDO�RI�0F.LQVH\�	�&R���������S�������
�
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8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������


