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Resumo:

Neste trabalho são implementadas, em um ambiente controlado, as dez principais vulnerabilidades 
recorrentemente detectadas em sistemas Web segundo a classificação tri-anual da OWASP 2017. O 
ambiente controlado, além de criar um cenário conhecido para a avaliação das ferramentas, torna 
possível investigar outras coisas, como falsos positivos. Neste contexto, o objetivo principal do trabalho 
é avaliar os principais scanners de vulnerabilidades gratuitos, escolhidos através de uma pesquisa em 
sites de classificação, em um cenário controlado, dando um passo além (em relação a trabalhos existentes 
na literatura) na investigação da eficácia dessas ferramentas. Para atingir este objetivo, o 
desenvolvimento do trabalho foi organizado em cinco etapas bem definidas, indo desde a pesquisa do 
estado da arte até a análise dos resultados dos scanners. Surpreendentemente, os scanners de 
vulnerabilidades detectaram apenas 50% das dez categorias de vulnerabilidades implementadas no 
cenário controlado. A ferramenta que se destacou foi o Skipfish, identificando 80% do total de 
vulnerabilidades detectadas pelos scanners. Os resultados da avaliação da eficácia das diferentes 
ferramentas de varredura de vulnerabilidades, em um ambiente controlado, reforça a necessidade de se 
utilizar múltiplas ferramentas para encontrar e corrigir defeitos em sistemas Web. Outro aspecto 
surpreendente, constatado na pesquisa, é o fato de alguns scanners não detectarem algumas das 
vulnerabilidades que prometem detectar. Em outras palavras, isto significa que os usuários não podem 
confiar cegamente na documentação das ferramentas. Como trabalhos futuros podem ser citados: a 
avaliação do impacto de frameworks e Web Application Firewalls na segurança dos sistemas Web; e a 
utilização prática dos scanners de vulnerabilidades para identificar problemas em potencial em sites de 
prefeituras, escolas e outros órgãos públicos da região de abrangência da UNIPAMPA, prestando um 
serviço prático e importante à comunidade de inserção da instituição.
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$SHVDU GD HYROXomR GDV OLQJXDJHQV GH SURJUDPDomR� IUDPHZRUNV H RXWUDV WHFQRORJLDV� � � � � � � � � � �
XWLOL]DGDV QR GHVHQYROYLPHQWR GH VLVWHPDV �:HE �� R Q~PHUR GH LQFLGHQWHV GH VHJXUDQoD H� � � � � � � � � � � � �
YXOQHUDELOLGDGHV DQWLJDV �H[HPSORV� �64/ �LQMHFWLRQ H �FURVV VLWH VFULSWLQJ �� GHWHFWDGDV QHVVHV� � � � � � � � � � �
VLVWHPDV DLQGD p DOWD >$VVXQomR� )� ����� &RHOKR� 6� HW DO� ����@� $V IHUUDPHQWDV PDLV� � � � � � � � � � � � � � �
XWLOL]DGDV SDUD GHWHFWDU YXOQHUDELOLGDGHV HP VLVWHPDV �:HE VmR RV FRQKHFLGRV �VFDQQHUV GH� � � � � � � � � � � �
YXOQHUDELOLGDGHV >%DX� -� HW DO� ����@� 7LSLFDPHQWH� HVWDV IHUUDPHQWDV VmR SURMHWDGDV SDUD� � � � � � � � � � � �
LGHQWLILFDU� FODVVLILFDU H GLDJQRVWLFDU SUREOHPDV GH VLVWHPDV� 3RU H[HPSOR� �VFDQQHUV DMXGDP D� � � � � � � � � � � �
GHWHFWDU HUURV GH SURJUDPDomR TXH SHUPLWHP D XP DWDFDQWH LQVHULU H H[HFXWDU UHPRWDPHQWH� � � � � � � � � � � � �
DUTXLYRV�PDOLFLRVRV�QR�VLVWHPD� �:HE����

(P XPD SHVTXLVD UHFHQWH� IRUDP LQYHVWLJDGRV RV �� SULQFLSDLV �VFDQQHUV GH� � � � � � � � � � �
YXOQHUDELOLGDGHV JUDWXLWRV >)HUUmR� ,� *� .UHXW]� '� /� ����@� &RPR DPELHQWH GH DYDOLDomR� RV� � � � � � � � � � � � � �
SHVTXLVDGRUHV XWLOL]DUDP XPD PiTXLQD YLUWXDO GD 2:$63 � �KWWSV���ZZZ�RZDVS�RUJ���� � � � � � � �
FRQKHFLGD FRPR %:$� 2V UHVXOWDGRV GD SHVTXLVD GHVWDFDUDP D HILFiFLD� HP WHUPRV GH� � � � � � � � � � � � �
Q~PHUR GH YXOQHUDELOLGDGHV GHWHFWDGDV� GRV �VFDQQHUV =HG $WWDFN 3UR[\ H 3DURV 3UR[\� $OpP� � � � � � � � � � � � �
GLVVR� FRQVWDWDUDP TXH VmR QHFHVViULRV SHOR PHQRV � �VFDQQHUV SDUD FREULU WRGDV DV� � � � � � � � � � � � �
YXOQHUDELOLGDGHV�HQFRQWUDGDV�QD�%:$��

2 PDLRU GHVDILR GR WUDEDOKR >)HUUmR� ,� *� .UHXW]� '� /� ����@ IRL FRPSDUDU RV� � � � � � � � � � � � � � �
VFDQQHUV GH YXOQHUDELOLGDGHV HP Sp GH LJXDOGDGH OHYDQGR HP FRQWD XP FHQiULR FRP XP� � � � � � � � � � � � � �
Q~PHUR PXLWR JUDQGH GH YXOQHUDELOLGDGHV GHVFRQKHFLGDV� ,VWR SRU TXH R %:$ p XP DPELHQWH� � � � � � � � � � � � � �
FRPSOH[R� FRPSRVWR SRU GH]HQDV GH DSOLFDo}HV YXOQHUiYHLV� FULDGR HVSHFLILFDPHQWH SDUD D� � � � � � � � � � �
IRUPDomR GH HVSHFLDOLVWDV HP VHJXUDQoD GH VLVWHPDV� 1D SUiWLFD� p LQYLiYHO WHQWDU HQXPHUDU DV� � � � � � � � � � � � � �
YXOQHUDELOLGDGHV H[LVWHQWHV QDV FHQWHQDV GH PLOKDUHV GH OLQKDV GH FyGLJR �HP GLIHUHQWHV� � � � � � � � � � � �
OLQJXDJHQV GH SURJUDPDomR� GDV DSOLFDo}HV �:HE GD %:$� $ HQXPHUDomR GDV� � � � � � � � � � �
YXOQHUDELOLGDGHV GHVWD PiTXLQD YLUWXDO GHPDQGDULD XP WHPSR H[WUHPDPHQWH ORQJR �YiULRV� � � � � � � � � �
PHVHV�GH�WUDEDOKR����

1HVWH WUDEDOKR p SURSRVWR XP DPELHQWH FRQWURODGR� RQGH VmR LPSOHPHQWDGDV DV ��� � � � � � � � � � � �
SULQFLSDLV YXOQHUDELOLGDGHV UHFRUUHQWHPHQWH GHWHFWDGDV HP VLVWHPDV �:HE VHJXQGR D� � � � � � � � �
FODVVLILFDomR WUL�DQXDO 2:$63 GH ���� >2:$63 ����@� 2 DPELHQWH FRQWURODGR� DOpP GH� � � � � � � � � � � �
FULDU XP FHQiULR FRQKHFLGR SDUD D DYDOLDomR GDV IHUUDPHQWDV� DOJR XWLOL]DGR QD SUiWLFD SRU� � � � � � � � � � � � � �
WUDEDOKRV VLPLODUHV > �9LHLUD� 0� HW DO� ����� �%DX� -� HW DO� ����� 'RXSp� $� HW DO� ����@� WRUQD� � � � � � � � � � � � � � � � � �
SRVVtYHO LQYHVWLJDU RXWUDV FRLVDV� FRPR IDOVRV SRVLWLYRV� 8P IDOVR SRVLWLYR FRQVLVWH QD� � � � � � � � � � � �
LGHQWLILFDomR GH XPD YXOQHUDELOLGDGH� TXH� QD YHUGDGH� QmR UHSUHVHQWD QHQKXP SHULJR� � � � � � � � � � �
HPLQHQWH��

&RQVLGHUDQGR R FRQWH[WR H[SRVWR� R REMHWLYR SULQFLSDO GHVWH WUDEDOKR p DYDOLDU RV� � � � � � � � � � � �
SULQFLSDLV �VFDQQHUV GH YXOQHUDELOLGDGHV JUDWXLWRV HP XP FHQiULR FRQWURODGR� GDQGR XP SDVVR� � � � � � � � � � � �
DOpP �HP UHODomR D WUDEDOKRV H[LVWHQWHV QD OLWHUDWXUD� QD LQYHVWLJDomR GD HILFiFLD GHVVDV� � � � � � � � � � � � �
IHUUDPHQWDV��$V�SULQFLSDLV�FRQWULEXLo}HV�GR�WUDEDOKR�VmR��
� D FULDomR GR DPELHQWH FRQWURODGR �XPD PiTXLQD YLUWXDO *18�/LQX[ FRQWHQGR D� � � � � � � � � � �
LPSOHPHQWDomR�GDV����SULQFLSDLV�YXOQHUDELOLGDGHV�2:$63�GH��������

� D H[HFXomR H DYDOLDomR GRV �� SULQFLSDLV �VFDQQHUV GH YXOQHUDELOLGDGHV JUDWXLWRV VREUH� � � � � � � � � � � �
R�FHQiULR�FRQWURODGR��

� D LGHQWLILFDomR GH IDOKDV GH FREHUWXUD �YXOQHUDELOLGDGHV FUtWLFDV QmR GHWHFWDGDV� QRV� � � � � � � � � � �
UHVXOWDGRV�GRV� �VFDQQHUV ��SDUD�R�FHQiULR�FRQWURODGR��

� D LGHQWLILFDomR H DSUHVHQWDomR GH WUDEDOKRV IXWXURV� TXH SRVVDP GDU FRQWLQXLGDGH j� � � � � � � � � � � �
SHVTXLVD��

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



�

2 UHVWDQWH GHVWH WH[WR HVWi RUJDQL]DGR FRPR VHJXH� $ 6HomR � GHWDOKD DV HWDSDV GH� � � � � � � � � � � � � � �
GHVHQYROYLPHQWR GR WUDEDOKR� 2V UHVXOWDGRV VmR GLVFXWLGRV QD 6HomR �� 3RU ILP� DV� � � � � � � � � � � � �
FRQVLGHUDo}HV�ILQDLV�H�RV�WUDEDOKRV�IXWXURV�VmR�DSUHVHQWDGRV��

�

��0(72'2/2*,$��
2 GHVHQYROYLPHQWR GD SHVTXLVD IRL HVWUXWXUDGR HP FLQFR HWDSDV GLVWLQWDV� FRPR� � � � � � � � � � �

UHVXPLGR QD VXEVHomR D VHJXLU� 2V UHVXOWDGRV IRUDP FROHWDGRV D SDUWLU GR DPELHQWH FRQWURODGR�� � � � � � � � � � � � � �
FXMRV��DOJXQV��GHWDOKHV�WpFQLFRV�VmR�DSUHVHQWDGRV�QD�6XEVHomR������
�

����(WDSDV�GD�3HVTXLVD�
$ �SULPHLUD HWDSD �IRL FDUDFWHUL]DGD SHOD HVFROKD� LQVWDODomR H HVWXGR GRV �VFDQQHUV �� 2V� � � � � � � � � � � � �

VFDQQHUV HVFROKLGRV IRUDP RV PHVPRV XWLOL]DGRV QR WUDEDOKR >)HUUmR� ,� *� .UHXW]� '� /�� � � � � � � � � � � � � �
����@� RX VHMD� 8QLVFDQ� 3DURV� =HG $WWDFN 3UR[\� 1HVVXV� 5DWSUR[\� *UDEEHU� :DSLWL�� � � � � � � � � � � �
$QGLSDURV� 6NLSILVK H 9HJD� 2V SULQFLSDLV PRWLYRV GD HVFROKD IRUDP R IDWR GHVWDV� � � � � � � � � � � � �
IHUUDPHQWDV VHUHP JUDWXLWDV H GH FyGLJR DEHUWR� QmR H[LVWLUHP HVWXGRV TXH FRPSDUHP HVWDV� � � � � � � � � � � � �
IHUUDPHQWDV� VLPLODULGDGH GH REMHWLYRV HQWUH HODV H VLWHV GH FODVVLILFDomR GH IHUUDPHQWDV GH� � � � � � � � � � � � �
VHJXUDQoD�� �

1D �VHJXQGD HWDSD GD SHVTXLVD� IRUDP HVFROKLGDV DV YXOQHUDELOLGDGHV GR FHQiULR� � � � � � � � � � �
FRQWURODGR� 2 SDUkPHWUR GH VHOHomR GDV YXOQHUDELOLGDGHV IRL R tQGLFH GH UHFRUUrQFLD DR ORQJR� � � � � � � � � � � � � �
GR WHPSR� 6HJXQGR D 2:$63� RUJDQL]DomR LQWHUQDFLRQDO TXH PRQLWRUD YXOQHUDELOLGDGHV HP� � � � � � � � � � �
VLVWHPDV �:HE �� DV PDLV UHFRUUHQWHV� FRQIRUPH D FODVVLILFDomR GH ����� VmR� LQMHomR GH FyGLJR� � � � � � � � � � � � � �
�9��� TXHEUD GH DXWHQWLFDomR H JHUHQFLDPHQWR GH VHVVmR �9��� �FURVV�VLWH VFULSWLQJ �;66� �9���� � � � � � � � � � � � �
TXHEUD GH FRQWUROH GH DFHVVR �9��� Pi FRQILJXUDomR GH VHJXUDQoD �9��� H[SRVLomR GH GDGRV� � � � � � � � � � � � � �
VHQVtYHLV �9��� IDOWD GH SURWHomR FRQWUD DWDTXHV �9��� �FURVV�VLWH UHTXHVW IRUJHU\ �&65)� �9���� � � � � � � � � � � � �
XVR�GH�FRPSRQHQWHV�FRP�YXOQHUDELOLGDGHV�FRQKHFLGDV��9���H�$3,V�GHVSURWHJLGDV��9�����

$ WHUFHLUD HWDSD IRL FRQVWLWXtGD SHOR SURMHWR H LPSOHPHQWDomR GH XP FHQiULR� � � � � � � � � � � �
FRQWURODGR FRQWHQGR DV �� YXOQHUDELOLGDGHV VHOHFLRQDGDV QD HWDSD DQWHULRU� 2 FHQiULR� � � � � � � � � � �
FRQWURODGR IRL FULDGR D SDUWLU GD GLVWULEXLomR .DOL /LQX[ �YHUVmR ������� VHUYLGRU 0\64/� � � � � � � � � � � � �
�YHUVmR ���� H VHUYLGRU �:HE $SDFKH �YHUVmR �������� 2 .DOL /LQX[ IRL HVFROKLGR SHOR IDWR GH� � � � � � � � � � � � � � � �
Mi SRVVXLU D PDLRULD GDV IHUUDPHQWDV LQVWDODGDV QR VLVWHPD H VHU YROWDGR SDUD WHVWHV GH� � � � � � � � � � � � � � �
VHJXUDQoD� $V YXOQHUDELOLGDGHV IRUDP LPSOHPHQWDGDV QD OLQJXDJHP GH SURJUDPDomR 3+3� � � � � � � � � �
�YHUVmR�������

1D VHTXrQFLD� D �TXDUWD HWDSD IRL XWLOL]DGD SDUD D H[HFXomR GRV �VFDQQHUV GH� � � � � � � � � � � � �
YXOQHUDELOLGDGHV VREUH R DPELHQWH FRQWURODGR� 2 WLSR PDLV FRPXP GH WHVWHV SDUD VLVWHPDV� � � � � � � � � � � � �
:HE p R EODFN�ER[� WDPEpP XWLOL]DGR QHVWH WUDEDOKR� 9DOH UHVVDOWDU TXH HVWH p R WLSR GH WHVWHV� � � � � � � � � � � � � � � � �
TXH PDLV VH DSUR[LPD DR TXH p HPSUHJDGR QD SUiWLFD SHOD PDLRULD GRV DWDFDQWHV� 2V WHVWHV� � � � � � � � � � � � � � � �
EODFN�ER[ VmR UHDOL]DGRV GH IRUPD DXWRPDWL]DGD H VHP DFHVVR GLUHWR D GHWDOKHV GH� � � � � � � � � � � � �
LQIUDHVWUXWXUD�H�FRGLILFDomR�GR�VLVWHPD�DOYR���

2V WHVWHV SUiWLFRV IRUDP UHDOL]DGDV HP XPD PiTXLQD 'HOO ,QVSLURQ 6SHFLDO (GLWLRQ�� � � � � � � � � � � �
,QWHO FRUH L�� VH[WD JHUDomR� PHPyULD GH �� *% H � 7% GH +' � � *% GH 66'� (QTXDQWR RV� � � � � � � � � � � � � � � � � � � � �
VFDQQHUV IRUDP LQVWDODGRV QR VLVWHPD KRVSHGHLUR .DOL /LQX[� R FHQiULR FRQWURODGR IRL� � � � � � � � � � � �
LQVWDODGR�HP�XPD�PiTXLQD�YLUWXDO�XWLOL]DQGR�R�9LUWXDO%R[��YHUVmR�����������

)LQDOPHQWH� QD �TXLQWD HWDSD IRUDP DQDOLVDGRV RV UHODWyULRV JHUDGRV SHORV �VFDQQHUV QD� � � � � � � � � � � �
HWDSD DQWHULRU� &DGD �VFDQQHU JHUD XP UHODWyULR GH VDtGD HVSHFtILFR� QXP IRUPDWR SUySULR�� � � � � � � � � � � � �
FRQWHQGR DV HVSHFLILFDo}HV GDV YXOQHUDELOLGDGHV HQFRQWUDGDV� FRPR R QtYHO GH JUDYLGDGH GD� � � � � � � � � � � �
YXOQHUDELOLGDGH� FRPR H[SORUDU� FRPR FRUULJLU H RQGH HQFRQWUDU� 3RUWDQWR� QD IDVH GH DQiOLVH� � � � � � � � � � � � �
IRUDP LQVSHFLRQDGRV WRGRV RV GHWDOKHV WpFQLFRV GRV UHODWyULRV GH VDtGD H� QR ILQDO� IRL JHUDGD� � � � � � � � � � � � � � �
XPD�VtQWHVH�SRU��VFDQQHU���YHU�6HomR�����
�

����2�&HQiULR�&RQWURODGR�
$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�

8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



�

1R FHQiULR FRQWURODGR� SDUD D LPSOHPHQWDomR GDV �� YXOQHUDELOLGDGHV PDLV UHFRUUHQWHV� � � � � � � � � � �
HP VLVWHPDV �:HE �� IRUDP FULDGRV GRLV IRUPXOiULRV �:HE XWLOL]DQGR D OLQJXDJHP GH� � � � � � � � � � � �
SURJUDPDomR 3+3� 2 SULPHLUR SDUD R DFHVVR DR VLVWHPD �ORJLQ� H R VHJXQGR SDUD R FDGDVWUR GH� � � � � � � � � � � � � � � � �
XVXiULRV� (VWHV IRUPXOiULRV IRUDP HVFROKLGRV SRU HVWDUHP SUHVHQWHV QD PDLRULD GRV VLVWHPDV� � � � � � � � � � � �
:HE ���$PERV�RV�IRUPXOiULRV�SRVVXHP�RV�FDPSRV��ORJLQ�QRPH��H� �VHQKD����

2 WUHFKR GH FyGLJR GD �)LJXUD � �UHSUHVHQWD D FRQVXOWD 64/ XWLOL]DGD QR VLVWHPD SDUD� � � � � � � � � � � � � � �
YHULILFDU R �QRPH H D �VHQKD GR XVXiULR� 1R H[HPSOR� R FRPDQGR �6(/(&7 UHWRUQD WRGDV DV� � � � � � � � � � � � � � � �
OLQKDV GD WDEHOD �XVXDULRV �� VHQGR TXH �QRPH p LJXDO D YDULiYHO ��QRPH H �VHQKD p LJXDO D YDULiYHO� � � � � � � � � � � � � � � � � �
�VHQKD FLIUDGD� $SDUHQWHPHQWH� SDUHFH VHU XP FyGLJR WULYLDO H FRUUHWR� &RQWXGR� QD YHUGDGH�� � � � � � � � � � � � �
HVWH�FyGLJR�p�YXOQHUiYHO�H�SHUPLWH�DWDTXHV�GR�WLSR� �64/�,QMHFWLRQ���LQMHomR�GH�FyGLJR�64/����

�

)LJXUD�� ���7UHFKR�GH�FyGLJR�VXVFHWtYHO�D��64/�LQMHFWLRQ�

�
$V IDOKDV GH LQMHomR GH FyGLJR RFRUUHP TXDQGR GDGRV QmR FRQILiYHLV VmR HQYLDGRV�� � � � � � � � � � � � �

SRU XVXiULRV PDOLFLRVRV� SDUD R VLVWHPD DOYR� (VWH WLSR GH IDOKD SRGH SHUPLWLU R DFHVVR D� � � � � � � � � � � � � � � �
LQIRUPDo}HV VHQVtYHLV GR VLVWHPD� DV TXDLV R XVXiULR QmR GHYHULD WHU DFHVVR� LVWR p� QmR WHP� � � � � � � � � � � � � � � �
DXWRUL]DomR H[SOtFLWD SDUD DFHVVDU� 1R H[HPSOR� DV YDULiYHLV �QRPH H �VHQKD UHSUHVHQWDP XP� � � � � � � � � � � � �
SUREOHPD JUDYH GH VHJXUDQoD� &RPR RV GDGRV GH HQWUDGD GHODV QmR VmR YHULILFDGRV� XP� � � � � � � � � � � � � �
DWDFDQWH�SRGH�LQMHWDU�FyGLJR��PRGLILFDQGR�R�FRPDQGR�64/�RULJLQDO��

6XSRQKD TXH R DWDFDQWH HQWUH FRP R YDORU �³�¶ �25 µ�¶  µ�´ QR FDPSR �QRPH GR� � � � � � � � � � � � � � � � �
IRUPXOiULR GH ORJLQ� &RQVHTXHQWHPHQWH� D YDULiYHO �QRPH YDL DOWHUDU R FRPDQGR 64/� XPD� � � � � � � � � � � � �
YH] TXH R FDUDFWHUH DVSDV VLPSOHV �
� p HVSHFLDO H �25 p XPD RSHUDomR 64/� 1HVWH FDVR� R� � � � � � � � � � � � � � � � � �
FRPDQGR 64/ UHVXOWDQWH YDL ³GHL[DU GH YHULILFDU´ D �VHQKD DUPD]HQDGD QR EDQFR GH GDGRV�� � � � � � � � � � � � � �
&RP D DOWHUDomR GR FRPDQGR 64/� VHPSUH TXH � IRU LJXDO D �� D VHVVmR VHUi OLEHUDGD� &RPR �� � � � � � � � � � � � � � � � � � �
p�VHPSUH�LJXDO�D����D�VHVVmR�VHUi�VHPSUH�OLEHUDGD��

�

��5(68/7$'26�
$ �7DEHOD � DSUHVHQWD RV UHVXOWDGRV REWLGRV FRP RV WHVWHV EODFN�ER[ QR FHQiULR� � � � � � � � � � � � �

FRQWURODGR� $V IHUUDPHQWDV VmR LGHQWLILFDGDV SHORV VHJXLQWHV tQGLFHV� >�@ $QGLSDURV� >�@� � � � � � � � � � �
1HVVXV� >�@ 5DWSUR[\� >�@ 8QLVFDQ� >�@ :DSLWL� >�@ *UDEEHU� >�@ 3DURV 3UR[\� >�@ 6NLSILVK� >�@� � � � � � � � � � � � � � �
9HJD H >��@ =HG $WWDFN SUR[\� 1DV FROXQDV GD WDEHOD DSDUHFHP RV QRPHV GDV YXOQHUDELOLGDGHV� � � � � � � � � � � � � � �
H�DV�IHUUDPHQWDV�TXH�D�GHWHFWDUDP��UHVSHFWLYDPHQWH��

6XUSUHHQGHQWHPHQWH� FRPR SRGH VHU REVHUYDGR QD �7DEHOD � �� RV �VFDQQHUV GH� � � � � � � � � � �
YXOQHUDELOLGDGHV GHWHFWDUDP DSHQDV ��� GDV �� FDWHJRULDV GH YXOQHUDELOLGDGHV LPSOHPHQWDGDV� � � � � � � � � �
QR FHQiULR FRQWURODGR �OHPEUDQGR TXH VmR DV �� PDLV UHFRUUHQWHV� QD ,QWHUQHW� VHJXQGR R� � � � � � � � � � � � � �
UDQNLQJ GD 2:$63 ������ $SHQDV DV YXOQHUDELOLGDGHV LQMHomR GH FyGLJR� �FURVV VLWH VFULSWLQJ ��� � � � � � � � � � � � �
H[SRVLomR GH GDGRV VHQVtYHLV� Pi FRQILJXUDomR GH VHJXUDQoD H XVR GH FRPSRQHQWHV FRP� � � � � � � � � � � � �
YXOQHUDELOLGDGHV�FRQKHFLGDV�IRUDP�GHWHFWDGDV�SHORV��VFDQQHUV ���

$ IHUUDPHQWD TXH VH GHVWDFRX HP UHODomR jV GHPDLV IRL R 6NLSILVK� GHWHFWDQGR ��� GR� � � � � � � � � � � � � � �
WRWDO GH YXOQHUDELOLGDGHV LGHQWLILFDGDV SHOR FRQMXQWR GRV �� �VFDQQHUV �� (P VHJXQGR OXJDU� R� � � � � � � � � � � � �
1HVVXV GHWHFWRX ��� GDV YXOQHUDELOLGDGHV� $OpP GLVVR� HOH IRL R ~QLFR �VFDQQHU D GHWHFWDU D� � � � � � � � � � � � � � �
YXOQHUDELOLGDGH GH XVDU FRPSRQHQWHV FRP YXOQHUDELOLGDGHV FRQKHFLGDV� (VWHV UHVXOWDGRV� � � � � � � � �
DSRQWDP SDUD XP FHQiULR TXH SRGH VHU FRQVLGHUDGR SUHRFXSDQWH SDUD R HFRVVLVWHPD �:HE�� 2V� � � � � � � � � � � � � �
VFDQQHUV GH YXOQHUDELOLGDGHV� HP HVSHFLDO RV JUDWXLWRV� SUHFLVDP FODUDPHQWH HYROXLU� LVWR p�� � � � � � � � � � � �
PHOKRUDU D HILFiFLD HP WHUPRV GH GHWHFomR GH YXOQHUDELOLGDGHV HP VLVWHPDV �:HE�� ,VWR ILFD� � � � � � � � � � � � � �
DLQGD PDLV HYLGHQWH QD �7DEHOD ��� RQGH VmR UHODFLRQDGDV DV YXOQHUDELOLGDGHV TXH RV �VFDQQHUV� � � � � � � � � � � � � �
SURPHWHP GHWHFWDU� PDV� GH IDWR� QmR GHWHFWDP RX GHWHFWDP GH IRUPD PXLWR OLPLWDGD� � � � � � � � � � � � �
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8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������
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�H[HPSOR� HP FDVRV PXLWR HVSHFtILFRV GH RFRUUrQFLD GD YXOQHUDELOLGDGH�� ,VWR VLJQLILFD TXH� � � � � � � � � � � �
QmR�p�SRVVtYHO�FRQILDU�VH�QD�GRFXPHQWDomR�WpFQLFD�GRV��VFDQQHUV ���
�

7DEHOD����'HWHFomR�GH�YXOQHUDELOLGDGHV�QR�FHQiULR�FRQWURODGR��
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9XOQHUDELOLGDGHV� 6FDQQHUV�
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YXOQHUDELOLGDGHV�
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4XHEUD�GH�FRQWUROH�GH�DFHVVR� >@� >@�

0i�FRQILJXUDomR�GH�VHJXUDQoD� >������������@� >�@�

([SRVLomR�GH�GDGRV�VHQVtYHLV� �>����������@� >�@�

�)DOWD�GH�SURWHomR�FRQWUD�DWDTXHV� >@� >@�

&URVV�VLWH�UHTXHVW\�IRUJHU\ ���&65)�� >@� >@�

8VR�GH�FRPSRQHQWHV�FRP�YXOQHUDELOLGDGHV� >�@� >�@�

$3,V�GHVSURWHJLGDV� >@� >@�

)RQWH��GR�DXWRU��������

�

7DEHOD����)DOKDV�QD�GHWHFomR�GH�YXOQHUDELOLGDGHV��
�

9XOQHUDELOLGDGHV� 6FDQQHUV ��TXH�IDOKDUDP�HP�GHWHFWDU�

,QMHomR�GH�&yGLJR� >�����������@�

&URVV�VLWH�VFULSWLQJ� >�������@�

4XHEUD�GH�FRQWUROH�GH�DFHVVR� >�@�

0i�FRQILJXUDomR�GH�VHJXUDQoD� �>�������@�
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$ WD[D GH IDOVRV�SRVLWLYRV QR FHQiULR FRQWURODGR� FRQVLGHUDQGR R FRQMXQWR GH �VFDQQHUV� � � � � � � � � � � �
WHVWDGRV� ILFRX HP ���� $ LGHQWLILFDomR GRV IDOVRV�SRVLWLYRV IRL UHDOL]DGD DWUDYpV GD� � � � � � � � � � � �
YHULILFDomR GRV UHODWyULRV GH VDtGD GH FDGD IHUUDPHQWD� $ IHUUDPHQWD 6NLSILVK IRL UHVSRQViYHO� � � � � � � � � � � � �
��� GR FRQMXQWR GH WRGRV RV IDOVRV�SRVLWLYRV HQFRQWUDGRV� &RPR RV IDOVRV�SRVLWLYRV� � � � � � � � � � �
UHSUHVHQWDP WUDEDOKR GH YHULILFDomR� JHUDOPHQWH PDQXDO� GDV VXSRVWDV IDOKDV GRV VLVWHPDV�� � � � � � � � � � �
ILFD�HYLGHQWH�TXH�DLQGD�Ki�HVSDoR�SDUD�LQYHVWLJDomR�H�GHVHQYROYLPHQWR��
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��&216,'(5$d®(6�),1$,6��
$ DYDOLDomR GD HILFiFLD GH GLIHUHQWHV �VFDQQHUV GH YXOQHUDELOLGDGHV� HP XP DPELHQWH� � � � � � � � � � � �

FRQWURODGR� UHIRUoD D QHFHVVLGDGH GH VH XWLOL]DU P~OWLSODV IHUUDPHQWDV SDUD HQFRQWUDU H FRUULJLU� � � � � � � � � � � � �
GHIHLWRV HP VLVWHPDV �:HE�� $OpP GLVVR� VXUSUHHQGHQWHPHQWH� RV �VFDQQHUV GHWHFWDUDP DSHQDV� � � � � � � � � � �
��� GDV �� YXOQHUDELOLGDGHV PDLV UHFRUUHQWHV HP VLVWHPDV �:HE�� $ SDUWLU GHVWH UHVXOWDGR� � � � � � � � � � � � �
SRGH�VH�FRQFOXLU�TXH�RV� �VFDQQHUV ��LQYHVWLJDGRV�DLQGD�FDUHFHP�GH�SHVTXLVD�H�GHVHQYROYLPHQWR���

2XWUR DVSHFWR VXUSUHHQGHQWH FRQVWDWDGR QD SHVTXLVD p R IDWR GH DOJXQV �VFDQQHUV QmR� � � � � � � � � � � � �
GHWHFWDUDP DOJXPDV GDV YXOQHUDELOLGDGHV TXH SURPHWHP GHWHFWDU� $ H[HPSOR� �64/ LQMHFWLRQ� � � � � � � � � � �
IRL�D�YXOQHUDELOLGDGH�RQGH�RV��VFDQQHUV ��PDLV�IDOKDUDP�HP�GHWHFWDU���

64/ LQMHFWLRQ H �FURVV VLWH VFULSWLQJ VmR DV YXOQHUDELOLGDGHV PDLV IUHTXHQWHPHQWH� � � � � � � � � � �
GHWHFWDGDV SHORV �VFDQQHUV �� $SHVDU GLVWR� H GR QtYHO GH FULWLFLGDGH� HVWDV YXOQHUDELOLGDGHV� � � � � � � � � � � �
FRQWLQXDP QD OLVWD GDV PDLV UHFRUUHQWHV HP VLVWHPDV �:HE�� (VWH FHQiULR� DOLDGR DRV GDGRV� � � � � � � � � � � � � �
DSUHVHQWDGRV QHVWD SHVTXLVD� SHUPLWHP FRQFOXLU TXH Ki XPD IDOWD GH DWHQomR SRU SDUWH GRV� � � � � � � � � � � � � �
GHVHQYROYHGRUHV GH VLVWHPDV H IDOKD QD XWLOL]DomR GH IHUUDPHQWDV FRPR �VFDQQHUV GH� � � � � � � � � � � �
YXOQHUDELOLGDGHV�QR�FLFOR�GH�YLGD�GH�VLVWHPDV�RQOLQH���

)LQDOPHQWH� FRPR WUDEDOKRV IXWXURV SRGHP VHU FLWDGRV� D DYDOLDomR GR LPSDFWR GH� � � � � � � � � � � �
IUDPHZRUNV H �:HE $SSOLFDWLRQ )LUHZDOOV QD VHJXUDQoD GRV VLVWHPDV :HE� H D XWLOL]DomR GRV� � � � � � � � � � � � � �
VFDQQHUV GH YXOQHUDELOLGDGHV SDUD LGHQWLILFDU SUREOHPDV HP SRWHQFLDO HP VLWHV GH SUHIHLWXUDV�� � � � � � � � � � � �
HVFRODV H RXWURV yUJmRV S~EOLFRV GD UHJLmR GH DEUDQJrQFLD GD 81,3$03$� SUHVWDQGR XP� � � � � � � � � � � � �
VHUYLoR�SUiWLFR�H�LPSRUWDQWH�j�FRPXQLGDGH�GH�LQVHUomR�GD�LQVWLWXLomR��
�
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$6681d­2� )� $QiOLVH GD HILFLrQFLD QD GHWHFomR GH YXOQHUDELOLGDGHV HP DPELHQWHV ZHE� � � � � � � � � � � �
FRP R XVR GH IHUUDPHQWDV GH FyGLJR DEHUWR� ,Q� 3URMHWRV H 'LVVHUWDo}HV HP 6LVWHPDV GH� � � � � � � � � � � � � � �
,QIRUPDomR�H�*HVWmR�GR�&RQKHFLPHQWR������9RO�����Q�����������
�

%$8� -� HW DO� 6WDWH RI WKH DUW� $XWRPDWHG EODFN�ER[ ZHE DSSOLFDWLRQ YXOQHUDELOLW\ WHVWLQJ� ,Q�� � � � � � � � � � � � � � �
,(((�6\PSRVLXP�RQ�6HFXULW\�DQG�3ULYDF\��,(((��������S����������
�

&2(/+2� 6� HW DO� ,GHQWLILFDQGR YXOQHUDELOLGDGHV GH VHJXUDQoD HP XPD DSOLFDomR ZHE� ,Q�� � � � � � � � � � � � �
6LPSyVLR %UDVLOHLUR HP 6HJXUDQoD GD ,QIRUPDomR H GH 6LVWHPDV &RPSXWDFLRQDLV �6%6HJ��� � � � � � � � � � �
:7,&���������
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'283e� $� HW DO� (QHP\ RI WKH VWDWH� $ VWDWH�DZDUH EODFN�ER[ ZHE YXOQHUDELOLW\ VFDQQHU� ,Q�� � � � � � � � � � � � � � �
8VHQL[�6HFXULW\�6\PSRVLXP��9RO�������������

)(55­2� ,� *� .5(87=� '� /� 6HJXUDQoD QD :HE� DQiOLVH EODFN�ER[ GH VFDQQHUV GH� � � � � � � � � � � � � �
YXOQHUDELOLGDGHV��,Q��(VFROD�5HJLRQDO�GH�(QJHQKDULD�GH�6RIWZDUH��(5(6���������S������������
�

2:$63��2ZDVS�7RS�7HQ��������'LVSRQtYHO�HP���KWWSV���ZZZ�RZDVS�RUJ�!�
�

9,(,5$� 0� HW DO� 8VLQJ ZHE VHFXULW\ VFDQQHUV WR GHWHFW YXOQHUDELOLWLHV LQ ZHE VHUYLFHV� ,Q�� � � � � � � � � � � � � � �
'HSHQGDEOH 6\VWHPV 	 1HWZRUNV� ����� '61
��� ,(((�,),3 ,QWHUQDWLRQDO &RQIHUHQFH RQ�� � � � � � � � � �
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