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Resumo:

Um recente estudo propôs um método simples e robusto, denominado iDVV (integrated Device 
Verification Value), para assegurar a segurança da informação entre duas entidades A e B, onde A pode 
ser um controlador e B um comutador de rede, por exemplo. Mais especificamente, o iDVV representa 
uma alternativa segura e barata de gerar material criptográfico para dispositivos de baixa capacidade 
computacional e que demandam alto desempenho (exemplo: baixa latência no processamento de pacotes 
de dados). Este método, combinado com a biblioteca NaCl e um KDC (Key Distribution Center) 
tradicional como o Kerberos, representa uma alternativa (para cenários específicos como infraestruturas 
de rede) ao TLS e PKI. Um dos maiores desafios na proposta do iDVV é o KDC, que é responsável pela 
inicialização do gerador de iDVVs em ambos os dispositivos A e B, que buscam estabelecer uma 
comunicação segura entre si. O KDC age como uma terceira parte confiável, mais conhecida como TTP 
(Trusted Third Party), que é utilizada por todos os dispositivos. Entretanto, esta TTP pode levar a 
diferentes problemas de segurança, incluindo quebra de confidencialidade e indisponibilidade. Primeiro, 
o KDC representa um único ponto de falha. Segundo, se o KDC for comprometido, todas as 
comunicações entre quaisquer duas entidades A e B podem (eventualmente) ser comprometidas. Neste 
contexto, o objetivo deste trabalho é responder a seguinte pergunta. Existe algum método que pode ser 
utilizado entre A e B, para inicializar o iDVV de maneira privada e segura, sem depender de um KDC 
(TTP)? Para conseguir responder a esta pergunta, o desenvolvimento do trabalho foi dividido em cinco 
etapas. O resultado das duas primeiras etapas foi a seleção dos algoritmos de handshake do TLS e Diffie-
Hellman (DH) para inicialização do iDVV. Tanto o desempenho quanto a viabilidade técnica de ambos 
os métodos foram avaliados no trabalho. Os resultados apontam que o algoritmo de DH é mais simples, 
tem um desempenho superior (menor latência) e é igualmente seguro para inicializar o mecanismo de 
geração de iDVVs.
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$ VROXomR PDLV JHQpULFD GLVSRQtYHO H XWLOL]DGD QD ,QWHUQHW SDUD JDUDQWLU D VHJXUDQoD GD� � � � � � � � � � � � � �

LQIRUPDomR HQWUH GXDV HQWLGDGHV TXH HVWmR FRPXQLFDQGR HQWUH VL p R SURWRFROR 7/6� � � � � � � � � � � � �
��7UDQVSRUW /D\HU 6HFXULW\ �� >(� 5HVFRUOD ����@� 3DUD IXQFLRQDU� R 7/6 GHSHQGH GD� � � � � � � � � � � �
LQIUDHVWUXWXUD GH FKDYHV S~EOLFDV� PDLV FRQKHFLGD FRPR 3., >$GDPV� &� H /OR\G� 6� ����@�� � � � � � � � � � � � � �
1D 3.,� DV FKDYHV SULYDGDV H S~EOLFDV VmR XWLOL]DGDV SDUD JHUDU� DVVLQDU H YDOLGDU FHUWLILFDGRV�� � � � � � � � � � � � � � �
2V FHUWLILFDGRV SRGHP VHU GH SURSULHGDGH GH XPD SHVVRD RX GH XP QRPH GH GRPtQLR� 2 FDVR� � � � � � � � � � � � � � � � �
PDLV FRPXP VmR RV FHUWLILFDGRV GH GRPtQLR� &RPR H[HPSOR� D 81,3$03$ JHUD XP� � � � � � � � � � � � �
FHUWLILFDGR SDUD R GRPtQLR �ZZZ�XQLSDPSD�HGX�EU H SHGH SDUD XPD DXWRULGDGH FHUWLILFDGRUD� � � � � � � � � � �
DVVLQDU HVWH FHUWLILFDGR� $SyV DVVLQDGR� TXDOTXHU HQWLGDGH WHUFHLUD� LQFOXLQGR QDYHJDGRUHV� � � � � � � � � �
:HE �� SRGHUi YHULILFDU D DXWHQWLFLGDGH H YDOLGDGH GR FHUWLILFDGR� GHVGH TXH KDMD XPD UHODomR GH� � � � � � � � � � � � � � �
FRQILDQoD FRP D DXWRULGDGH FHUWLILFDGR �H[HPSORV GH DOJXPDV DXWRULGDGHV FHUWLILFDGRUDV FRP� � � � � � � � � � �
UHFRQKHFLPHQWR�JOREDO��/HW¶V�(QFU\SW��&RPRGRUR��6\PDQWHF��'LJLFHUW��*HR7UXVW���

2 7/6 p R SURWRFROR TXH WHP SRU REMHWLYR JDUDQWLU D VHJXUDQoD GDV FRPXQLFDo}HV� � � � � � � � � � � � � �
DWUDYpV GRV FHUWLILFDGRV GD 3.,� (P RXWUDV SDODYUDV� Ki XP ODoR GH FRQILDQoD HQWUH R 7/6 H RV� � � � � � � � � � � � � � � � � �
FHUWLILFDGRV H FKDYHV GD 3.,� $SHVDU GD JUDQGH JDPD GH DSOLFDo}HV H XVR GR 7/6 H 3., QD� � � � � � � � � � � � � � � � � �
,QWHUQHW� Ki YiULRV GHVDILRV HP DEHUWR� 1R FDVR GD 3.,� DOpP GH DSUHVHQWDU GHVDILRV GH� � � � � � � � � � � � � � �
FRPSOH[LGDGH H FXVWR RSHUDFLRQDO� HVWD LQIUDHVWUXWXUD WHP VLGR XP DOYR UHFRUUHQWH GH DWDTXHV� � � � � � � � � � � � �
>-� <X DQG 0� 5\DQ ����@� 6LPLODUPHQWH� DSHVDU GR XVR H DFHLWDomR GR 7/6� HVWH SURWRFROR� � � � � � � � � � � � � � � �
VRIUH GH GLIHUHQWHV FDXVDV� FRPR ��� RV GHVDILRV GH LPSOHPHQWDomR GHYLGR DR IDWR GH VHU XP� � � � � � � � � � � � � � � �
SURWRFROR PXLWR FRPSOH[R� ��� D QHFHVVLGDGH GH PDQWHU FRPSDWLELOLGDGH FRP YHUV}HV� � � � � � � � � � �
DQWHULRUHV� ��� D JUDQGH GHSHQGrQFLD QR VHUYLoR GH QRPH �'16�� ��� YXOQHUDELOLGDGHV� � � � � � � � � � � �
UHFRUUHQWHV HP GLIHUHQWHV QtYHLV GH LPSOHPHQWDomR GR SURWRFROR� ��� IRFR QD �:HE�� GHL[DQGR D� � � � � � � � � � � � � �
GHVHMDU HP RXWURV FHQiULRV PDLV HVSHFtILFRV� H ��� GHVHPSHQKR >.UHXW]� '�� HW� DO�� � � � � � � � � � � � �
����@>.UHXW]��'��HW��DO������@��

/HYDQGR HP FRQVLGHUDomR HVWH FHQiULR� XP UHFHQWH HVWXGR SURS{V XP PpWRGR VLPSOHV� � � � � � � � � � � �
H UREXVWR� GHQRPLQDGR L'99 � �L�QWHJUDWHG �' �HYLFH �9�HULILFDWLRQ �9 �DOXH��� SDUD DVVHJXUDU D� � � � � � � � � � �
VHJXUDQoD GD LQIRUPDomR HQWUH GXDV HQWLGDGHV $ H %� RQGH $ SRGH VHU XP FRQWURODGRU H % XP� � � � � � � � � � � � � � � � � �
FRPXWDGRU GH UHGH� SRU H[HPSOR >.UHXW]� '�� HW DO� ����@� 0DLV HVSHFLILFDPHQWH� R L'99� � � � � � � � � � � � � �
UHSUHVHQWD XPD DOWHUQDWLYD VHJXUD H EDUDWD GH JHUDU PDWHULDO FULSWRJUiILFR SDUD GLVSRVLWLYRV GH� � � � � � � � � � � � �
EDL[D FDSDFLGDGH FRPSXWDFLRQDO H TXH GHPDQGDP DOWR GHVHPSHQKR �H[HPSOR� EDL[D ODWrQFLD� � � � � � � � � � �
QR SURFHVVDPHQWR GH SDFRWHV GH GDGRV�� (VWH PpWRGR� FRPELQDGR FRP D ELEOLRWHFD 1D&O >'�� � � � � � � � � � � � � �
%HUQVWHLQ� HW� DO� ����@ H XP .'& ��.H\ 'LVWULEXWLRQ &HQWHU �� WUDGLFLRQDO FRPR R .HUEHURV� � � � � � � � � � � � � �
>6WHLQHU� -� *� HW� DO� ����@� UHSUHVHQWD XPD DOWHUQDWLYD �SDUD FHQiULRV HVSHFtILFRV FRPR� � � � � � � � � � � � �
LQIUDHVWUXWXUDV�GH�UHGH��DR�7/6�H�3.,��

8P GRV PDLRUHV GHVDILRV QD SURSRVWD GR L'99 p R .'&� TXH p UHVSRQViYHO SHOD� � � � � � � � � � � � � � �
LQLFLDOL]DomR GR JHUDGRU GH L'99V HP DPERV RV GLVSRVLWLYRV $ H %� TXH EXVFDP HVWDEHOHFHU� � � � � � � � � � � � � � �
XPD FRPXQLFDomR VHJXUD HQWUH VL� 2 .'& DJH FRPR XPD WHUFHLUD SDUWH FRQILiYHO� PDLV� � � � � � � � � � � � � �
FRQKHFLGD FRPR 773 ��7UXVWHG 7KLUG 3DUW\ ��� TXH p XWLOL]DGD SRU WRGRV RV GLVSRVLWLYRV�� � � � � � � � � � � � �
(QWUHWDQWR� HVWD 773 SRGH OHYDU D GLIHUHQWHV SUREOHPDV GH VHJXUDQoD� LQFOXLQGR TXHEUD GH� � � � � � � � � � � � �
FRQILGHQFLDOLGDGH H LQGLVSRQLELOLGDGH� 3ULPHLUR� R .'& UHSUHVHQWD XP ~QLFR SRQWR GH IDOKD�� � � � � � � � � � � �
6HJXQGR� VH R .'& IRU FRPSURPHWLGR� WRGDV DV FRPXQLFDo}HV HQWUH TXDLVTXHU GXDV HQWLGDGHV� � � � � � � � � � � � �
$�H�%�SRGHP��HYHQWXDOPHQWH��VHU�FRPSURPHWLGDV���

2 REMHWLYR SULQFLSDO GHVWH WUDEDOKR p UHVSRQGHU D VHJXLQWH SHUJXQWD� �([LVWH DOJXP� � � � � � � � � � � �

PpWRGR TXH SRGH VHU XWLOL]DGR HQWUH $ H %� SDUD LQLFLDOL]DU R L'99 GH PDQHLUD SULYDGD H� � � � � � � � � � � � � � � � �

VHJXUD� VHP GHSHQGHU GH XP .'& �773�" $ UHVSRVWD D HVWD SHUJXQWD SDVVD SHOD DQiOLVH GH� � � � � � � � � � � � � � � �
$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�

8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



DOJRULWPRV FRPR R �KDQGVKDNH GR 7/6 H R �'LIILH�+HOOPDQ �'+� >'LIILH� :�� 	 +HOOPDQ� 0�� � � � � � � � � � � � � � �
����@� $PERV VmR XWLOL]DGRV SDUD JHUDU PDWHULDO FULSWRJUiILFR �H[HPSOR� FKDYHV PHVWUD�� � � � � � � � � � �
FKDYHV VHFUHWD GH VHVVmR�� TXH p SRVWHULRUPHQWH XWLOL]DGR SDUD IRUQHFHU SURSULHGDGHV GH� � � � � � � � � � � �
VHJXUDQoD HVVHQFLDLV� FRPR DXWHQWLFLGDGH� LQWHJULGDGH H FRQILGHQFLDOLGDGH� jV FRPXQLFDo}HV� � � � � � � � �
HQWUH�GXDV�HQWLGDGHV�$�H�%��

2 GHVHQYROYLPHQWR GR WUDEDOKR IRL GLYLGLGR HP FLQFR HWDSDV� $V GXDV SULPHLUDV HWDSDV� � � � � � � � � � � � �
VmR GHVWLQDGDV DR HVWXGR GR HVWDGR GD DUWH H SRWHQFLDLV PpWRGRV SDUD LQLFLDOL]DU R L'99�� � � � � � � � � � � � � � �
UHVSHFWLYDPHQWH� $ LPSOHPHQWDomR GRV PpWRGRV VHOHFLRQDGRV ID] SDUWH GD WHUFHLUD HWDSD� 1D� � � � � � � � � � � �
VHTXrQFLD� D TXDUWD HWDSD p GHVWLQDGD D DYDOLDomR GRV PpWRGRV LPSOHPHQWDGRV� )LQDOPHQWH� D� � � � � � � � � � � � �
TXLQWD�HWDSD�p�GHVWLQDGD�D�GLVFXVVmR�GRV�UHVXOWDGRV�H�SURVSHFomR�GH�WUDEDOKRV�IXWXURV��

2 UHVXOWDGR GDV GXDV SULPHLUDV HWDSDV IRL D VHOHomR GR �KDQGVKDNH GR 7/6 H� � � � � � � � � � � � � �
'LIILH�+HOOPDQ SDUD LQLFLDOL]DomR GR L'99� 7DQWR R GHVHPSHQKR TXDQWR D YLDELOLGDGH WpFQLFD� � � � � � � � � � � �
GH DPERV RV PpWRGRV VmR DYDOLDGRV QR WUDEDOKR� 2V UHVXOWDGRV DSRQWDP TXH R '+ p PDLV� � � � � � � � � � � � � � � �
VLPSOHV� WHP XP GHVHPSHQKR VXSHULRU �PHQRU ODWrQFLD� H p LJXDOPHQWH VHJXUR SDUD LQLFLDOL]DU� � � � � � � � � � � � �
R�PHFDQLVPR�GH�JHUDomR�GH�L'99V��

$V�FRQWULEXLo}HV�GHVWH�WUDEDOKR�SRGHP�VHU�UHVXPLGDV�HP��
� UHYLVmR GR HVWDGR GD DUWH UHODWLYR D PHFDQLVPRV GH JHUDomR GH PDWHULDO FULSWRJUiILFR� � � � � � � � � � � � �

SDUD�R�HVWDEHOHFLPHQWR�GH�FRPXQLFDomR�VHJXUD�HQWUH�GXDV�HQWLGDGH�$�H�%��
� LQYHVWLJDomR H DQiOLVH GH GLIHUHQWHV PpWRGRV SDUD D LQLFLDOL]DomR GR L'99� VHP� � � � � � � � � � � �

GHSHQGHU�GR�.'&��HQWUH�GXDV�HQWLGDGHV�FRPXQLFDQWHV�$�H�%��
� LPSOHPHQWDomR H GLVFXVVmR GH XPD VROXomR� EDVHDGD QR '+ � 35) � �3VHXGR�5DQGRP� � � � � � � � � � � �

)XQFWLRQ�����.')���.H\�'HULYDWLRQ�)XQFWLRQ����SDUD�LQLFLDOL]DU�L'99V��
2 UHVWDQWH GHVWH WUDEDOKR HVWi RUJDQL]DGR FRPR VHJXH� $ 6HomR � GHVFUHYH DV HWDSDV GH� � � � � � � � � � � � � � �

GHVHQYROYLPHQWR GR WUDEDOKR� 1D VHTXrQFLD� XP UHVXPR GR HVWDGR GD DUWH p DSUHVHQWDGR QD� � � � � � � � � � � � � �
6HomR �� -i D LPSOHPHQWDomR GRV PpWRGRV HVFROKLGRV H D GLVFXVVmR GRV UHVXOWDGRV VmR� � � � � � � � � � � � � �
GLVFXWLGRV�QD�6HomR����3RU�ILP��DV�FRQVLGHUDo}HV�ILQDLV�VmR�DSUHVHQWDGDV�QDV�6Ho}HV����

�

��0(72'2/2*,$�
2 GHVHQYROYLPHQWR GD SHVTXLVD IRL HVWUXWXUDGR HP FLQFR HWDSDV� �1D �SULPHLUD HWDSD� � � � � � � � � � � �

IRL UHDOL]DGR R HVWXGR GH FRQFHLWRV EiVLFRV H GR HVWDGR GD DUWH� LQFOXLQGR PpWRGRV�� � � � � � � � � � � � � �
PHFDQLVPRV�H�SURWRFRORV�FRPR�35)��.')��'+��7/6�H�L'99��

$ SHVTXLVD H DQiOLVH SUHOLPLQDU GRV PpWRGRV FDQGLGDWRV D VXEVWLWXLU R .'& QD� � � � � � � � � � � � �
LQLFLDOL]DomR GR L'99 IRUDP UHDOL]DGDV QD VHJXQGD HWDSD �GR WUDEDOKR� 1HVWD HWDSD IRUDP� � � � � � � � � � � � �
VHOHFLRQDGRV�R� �KDQGVKDNH��GR�7/6�H�R��'LIILH�+HOOPDQ���

2V PpWRGRV HVFROKLGRV IRUDP LPSOHPHQWDGRV� XWLOL]DQGR D OLQJXDJHP GH SURJUDPDomR� � � � � � � � � �
3\WKRQ� QD �WHUFHLUD HWDSD �� 2 PRWLYR SULQFLSDO GD HVFROKD GR 3\WKRQ IRL D H[SHULrQFLD FRP D� � � � � � � � � � � � � � � �
OLQJXDJHP� DV ELEOLRWHFDV GLVSRQtYHLV H D SURGXWLYLGDGH LQHUHQWH j OLQJXDJHP� 1D� � � � � � � � � � �
LPSOHPHQWDomR GR �KDQGVKDNH 7/6 IRL XWLOL]DGD D ELEOLRWHFD S\2SHQ66/� QD YHUVmR ������� 1R� � � � � � � � � � � � �
FDVR�GR�'+��IRUDP�XWLOL]DGDV�DSHQDV�ELEOLRWHFDV�SDGUmR�GD�OLQJXDJHP��

1D �TXDUWD HWDSD IRUDP UHDOL]DGRV WHVWHV GH GHVHPSHQKR� SDUD PHGLU D ODWrQFLD� WHPSR� � � � � � � � � � � � �
GH &38 �WDQWR QR PRGR XVXiULR� FRPR QR PRGR NHUQHO� H Q~PHUR GH FKDPDGDV �IXQo}HV H� � � � � � � � � � � � � � � �
SULPLWLYDV� GRV GRLV PpWRGRV� 3DUD DXWRPDWL]DU R SURFHVVR� IRL LPSOHPHQWDGR XP �VKHOO VFULSW� � � � � � � � � � � � �

%DVK� )RUDP UHDOL]DGDV ������ H[HFXo}HV SDUD FDGD PpWRGR� 3DUD R WHVWH GH ODWrQFLD IRL� � � � � � � � � � � � � �
XWLOL]DGR R PpWRGR ³WLPH��´ GD ELEOLRWHFD ³WLPH´ GD OLQJXDJHP S\WKRQ� 2V WHPSRV GH &38� � � � � � � � � � � � � �
IRUDP PHGLGRV XWLOL]DQGR D IXQomR �WLPH GR %DVK� 2 Q~PHUR GH FKDPDGDV IRL PHGLGR� � � � � � � � � � � � � �
XWLOL]DQGR D ELEOLRWHFD ³�F3URILOH�´ GR 3\WKRQ� 2V UHVXOWDGRV� DSUHVHQWDGRV QD 6HomR ��� � � � � � � � � � � �
UHSUHVHQWDP D PpGLD GDV ������ H[HFXo}HV� 2V WHVWHV IRUDP UHDOL]DGRV HP XP 1RWHERRN +3� � � � � � � � � � � � � �
���G���EU� ,QWHO FRUH L�� VHJXQGD JHUDomR� PHPyULD GH � *% H ��� *% GH 66' H FRP R� � � � � � � � � � � � � � � � � �
VLVWHPD�RSHUDFLRQDO�8EXQWX��������

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



)LQDOPHQWH� D DQiOLVH H GLVFXVVmR GRV UHVXOWDGRV H FRPSDUDo}HV HPStULFDV H DQDOtWLFDV� � � � � � � � � � � �
IRUDP�UHDOL]DGDV�QD� �TXLQWD�HWDSD� �GR�WUDEDOKR��FRQIRUPH�SRGH�VHU�REVHUYDGR�QD�6HomR����
�

��&21&(,726�(�(67$'2�'$�$57(�
$ VHJXUDQoD GD FRPXQLFDomR HQWUH GXDV HQWLGDGHV $ H % p DQFRUDGD HP JHUDGRUHV GH� � � � � � � � � � � � � � �

PDWHULDO FULSWRJUiILFR GH TXDOLGDGH� 7UDGLFLRQDOPHQWH� DOJRULWPRV� IXQo}HV H SURWRFRORV FRPR� � � � � � � � � �
'+� 35)� .') H 7/6 �KDQGVKDNH VmR XWLOL]DGDV SDUD HVWH ILP� RX VHMD� JHUDU FKDYHV PHVWUD� RX� � � � � � � � � � � � � � � � �
FKDYHV VHFUHWDV GH ORQJD GXUDomR� TXH� SRU VXD YH]� VHUmR XWLOL]DGDV SDUD GHULYDU RXWUDV FKDYHV� � � � � � � � � � � � � � �
VHFUHWDV�GH�FXUWD�GXUDomR��PHQRV�FUtWLFDV��FRPR�DV�FKDYHV�GH�VHVVmR��

2 �'LIILH�+HOOPDQ >'LIILH� :�� 	 +HOOPDQ� 0� ����@ IRL XPD GDV SULPHLUDV VROXo}HV �H� � � � � � � � � � � � � �
DLQGD KRMH p D PDLV XWLOL]DGD� SURMHWDGDV SDUD D JHUDomR GH FKDYHV FRPSDUWLOKDGDV HQWUH GXDV� � � � � � � � � � � � � � �
HQWLGDGHV $ H %� VREUH XPD UHGH S~EOLFD� 1R FDVR GR '+� D FKDYH VHFUHWD p FRQVWUXtGD HP� � � � � � � � � � � � � � � � � �
FRQMXQWR SRU $ H %� 'H IRUPD UHVXPLGD� SULPHLUR� VmR GHILQLGRV GRLV YDORUHV S~EOLFRV �S �H �J ��� � � � � � � � � � � � � � � � �
TXH VmR Q~PHURV SULPRV H DFRUGDGRV HQWUH $ H %� (VVHV GRLV Q~PHURV VmR XWLOL]DGRV SDUD D� � � � � � � � � � � � � � � � �
JHUDomR GH XP WHUFHLUR YDORU� TXH VHUi WURFDGR HQWUH $ H %� $ JHUDomR GR WHUFHLUR YDORU VH Gi� � � � � � � � � � � � � � � � � � �
SHOR FiOFXOR �;  �J �D PRG �S �QD HQWLGDGH $ H �<  �J �E PRG �S QD HQWLGDGH %� RQGH �D �H �E �VmR� � � � � � � � � � � � � � � � � � � � � � � �
YDORUHV LQWHLURV TXDLVTXHU HVFROKLGRV SRU $ H % H TXH QmR VmR PDQWLGRV HP VHJUHGR� 1D� � � � � � � � � � � � � � � �
VHTXrQFLD� $ H % �WURFDP HQWUH VL RV YDORUHV ; H < H JHUDP D FKDYH VHFUHWD FRPSDUWLOKDGD� $� � � � � � � � � � � � � � � � � � �
FDOFXOD �V � < �D �PRG �S �� H % FDOFXOD �V � �; �E �PRG �S �� RQGH �V �p D FKDYH FRPSDUWLOKDGD� 2 YDORU �V ��� � � � � � � � � � � � � � � � � � � � � � �
FDOFXODGR�SRU�$�H�%��p�R�PHVPR�SRLV�� �J �D��PRG��S �� �E��PRG��S� � ���J �E��PRG� �S �� �D��PRG��S ���

8PD 35) >0� %HOODUH HW� DO� ����@� RX IXQomR SVHXGR�UDQG{PLFD� p XP PpWRGR TXH� � � � � � � � � � � � � �
UHFHEH XP FHUWR YDORU FRPR HQWUDGD H� D SDUWLU GHOH� SURGX] XP RXWUR YDORU� � � � � � � � � � � � � �
FRPSXWDFLRQDOPHQWH LQGLVWLQJXtYHO GH XPD VHTXrQFLD YHUGDGHLUDPHQWH DOHDWyULD� 1D SUiWLFD�� � � � � � � � �
SURWRFRORV H PHFDQLVPRV GH VHJXUDQoD� FRPR p R FDVR GR 7/6� XWLOL]DP 35)V SDUD JHUDU� � � � � � � � � � � � � � �
FKDYHV PHVWUDV D SDUWLU GH XP GHWHUPLQDGR FRQMXQWR GH GDGRV GH HQWUDGD� (P WUDEDOKRV� � � � � � � � � � � � � �
UHFHQWHV� 35)V IRUDP DGDSWDGDV SDUD JHUDU PDWHULDO FULSWRJUiILFR� GH PDQHLUD GHWHUPLQtVWLFD�� � � � � � � � � � �
HP�DOJRULWPRV�GH�UHSOLFDomR�GH�PiTXLQDV�GH�HVWDGR�>.UHXW]��'��HW��DO������@��

8PD .') >&DUOLVOH $GDPV HW� DO� ����@� RX IXQomR GH GHULYDomR GH FKDYH� WHP FRPR� � � � � � � � � � � � � � �
REMHWLYR REWHU XPD RX PDLV FKDYHV EDVHDGDV HP XP VHJUHGR� HVWH SRGHQGR VHU XPD VHQKD�� � � � � � � � � � � � � � �
SDODYUD�FKDYH RX DWp PHVPR XPD RXWUD FKDYH VHFUHWD� .')V VmR FRPXPHQWHPHQWH XWLOL]DGDV� � � � � � � � � � � �
SDUD ³HVWLFDU´ XPD FKDYH FXUWD HP FKDYHV PDLV ORQJDV� RX DLQGD SDUD ³FRQYHUWHU´ FKDYHV GH� � � � � � � � � � � � � � �
XP IRUPDWR SDUD RXWUR �H[HPSOR� FKDYH UHVXOWDQWH GR '+ HP XPD FKDYH VLPpWULFD SDUD XVDU� � � � � � � � � � � � � � �
HP DOJRULWPRV FRPR R $(6�� 8PD FKDYH GHULYDGD� ³HVWLFDGD´� SRGH VHU UHSUHVHQWDGD SHOR� � � � � � � � � � � � �
SURWyWLSR GH IXQomR '.  .')� �FKDYH�� �VDOW�� �LWHUDo}HV ��� RQGH '. p D FKDYH GHULYDGD� .') p D� � � � � � � � � � � � � � � � �
IXQomR GH GHULYDomR� JHUDOPHQWH XWLOL]DQGR IXQo}HV GH KDVK FULSWRJUiILFDV� �FKDYH p D FKDYH GH� � � � � � � � � � � � � �
HQWUDGD� �VDOW p XP GDGR DOHDWyULR H �LWHUDo}HV UHSUHVHQWD R Q~PHUR LWHUDo}HV TXH VHUi UHDOL]DGDV� � � � � � � � � � � � � � �
VREUH�D��FKDYH��H�R��VDOW���H[HPSOR��1�LWHUDo}HV�GD�IXQomR�KDVK�FULSWRJUiILFD�+����

2 �KDQGVKDNH GR 7/6 p D IDVH LQLFLDO GR SURWRFROR� RQGH DV GXDV HQWLGDGHV $ H % GD� � � � � � � � � � � � � � � � � �
FRPXQLFDomR HVWDEHOHFHP XP SURFHVVR GH WURFD GH LQIRUPDomR TXH UHVXOWD HP XPD FKDYH� � � � � � � � � � � � �
PHVWUD� 'HVWD FKDYH UHVXOWDP FKDYHV VHFUHWDV� GHULYDGDV� TXH VmR XWLOL]DGDV SDUD JDUDQWLU D� � � � � � � � � � � � �
VHJXUDQoD GDV FRPXQLFDo}HV� 2 SURFHVVR p FRPSOH[R H SRGH VHU GLYLGLGR HP � IDVHV� � � � � � � � � � � � � �
>5HVFRUOD� (� ����@� 'H IRUPD UHVXPLGD� R FOLHQWH H R VHUYLGRU WURFDP PHQVDJHQV HP VL�� � � � � � � � � � � � � � �
HQYLDQGR Q~PHURV SVHXGR�DOHDWyULRV� FHUWLILFDGRV� LQIRUPDo}HV VREUH DOJRULWPRV GH FLIUD� � � � � � � � �
VXSRUWDGRV� HQWUH RXWUDV FRLVDV� 2V Q~PHURV SVHXGR�DOHDWyULRV VmR XWLOL]DGRV� HQWUH RXWUDV� � � � � � � � � � �
FRLVDV� SDUD JHUDU DV FKDYHV GHQRPLQDGDV SUp�PHVWUD� 2V FHUWLILFDGRV SRGHP VHU XWLOL]DGRV� � � � � � � � � � � �
SDUD DXWHQWLFDomR P~WXD HP FOLHQWH H VHUYLGRU� 3RU ILP� R FOLHQWH H R VHUYLGRU LUmR QHJRFLDU R� � � � � � � � � � � � � � � � �
DOJRULWPR�GH�FLIUD�TXH�VHUi�XWLOL]DGR�SDUD�JDUDQWLU�D�FRQILGHQFLDOLGDGH�GD�FRPXQLFDomR���

2 �L'99 p XP PHFDQLVPR FULDGR SDUD JHUDU YDORUHV GHWHUPLQtVWLFRV� ORFDLV H� � � � � � � � � � � �
QmR�UHFRQKHFtYHLV� TXH SRGHP VHU XWLOL]DGRV FRPR PDWHULDO FULSWRJUiILFR IRUWH �H[HPSOR�� � � � � � � � � �

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



FKDYH VLPpWULFD VHFUHWD�� 8P L'99 p LQLFLDOL]DGR D SDUWLU GH XPD FKDYH VHFUHWD SUp�GHILQLGD H� � � � � � � � � � � � � � �
GH XPD VHPHQWH �YDORU SVHXGR�DOHDWyULR�� IRUQHFLGRV SRU XP .'&� 'HSRLV GH LQLFLDOL]DGR� R� � � � � � � � � � � � �
L'99 SRGH VHU XWLOL]DGR GH IRUPD VtQFURQD HQWUH $ H %� VHP QHQKXPD WURFD GH LQIRUPDomR� � � � � � � � � � � � � � � �
SHOD�UHGH�VREUH�RV�GDGRV�XWLOL]DGRV�SDUD�LQLFLDOL]DU�RX�DWXDOL]DU�R�L'99���

2 L'99 SRGH� HQWmR� VHU XWLOL]DGR GH GLIHUHQWHV IRUPDV� �� SRU PHQVDJHP� �� SRU� � � � � � � � � � � � � �
VHTXrQFLD GH PHQVDJHQV� �� SRU LQWHUYDOR GH WHPSR H �� SRU VHVVmR GH FRPXQLFDomR� 8P GRV� � � � � � � � � � � � � � � �
PRWLYRV GR L'99 VHU FRQVLGHUDGR XPD PHOKRU RSomR HP DOJXQV FHQiULRV� HP UHODomR DRV� � � � � � � � � � � � � �
DOJRULWPRV WUDGLFLRQDLV� VH H[SOLFD SRU HOH VHU JHUDGR ORFDOPHQWH QD PiTXLQD� DR LQYpV GH VHU� � � � � � � � � � � � � � �
DFRUGDGR SRU PHQVDJHQV� 2XWUR PRWLYR p R IDWR GH D JHUDomR GH XP L'99 VHU GH EDL[tVVLPR� � � � � � � � � � � � � � � � �
FXVWR� VHQGR XPD ERD RSomR SDUD FHQiULRV TXH GHPDQGDP XPD FKDYH VHFUHWD SRU PHQVDJHP H� � � � � � � � � � � � � � �
DOWR�GHVHPSHQKR��SRU�H[HPSOR��

�

��,03/(0(17$d­2�(�5(68/7$'26�
0pWRGR �� '+ � 35) � .')� 2 '+ p XWLOL]DGR SDUD FULDU XPD FKDYH SUp�PHVWUD� HQWUH� � � � � � � � � � � � � � � � �

DV GXDV HQWLGDGHV $ H %� 1D VHTXrQFLD� DPEDV DV HQWLGDGHV XWLOL]DP XPD 35) SDUD JHUDU D� � � � � � � � � � � � � � � � �
FKDYH PHVWUD� $ SDUWLU GHOD VmR GHULYDGDV D FKDYH VHFUHWD H D VHHG �VHPHQWH� XWLOL]DQGR XPD� � � � � � � � � � � � � � � �
.')� 3RU ILP� HVVHV YDORUHV VmR XWLOL]DGRV SDUD LQLFLDOL]DU R L'99� $ FKDYH PHVWUD SRGH VHU� � � � � � � � � � � � � � � �
XWLOL]DGD� WDPEpP� SDUD D VLQFURQL]DomR GR L'99� FRQIRUPH PpWRGRV GHVFULWRV HP >.UHXW]� '�� � � � � � � � � � � � �
HW� DO� ����@� 3DUD JDUDQWLU 3)6 � �3HUIHFW )RUZDUG 6HFUHF\ �� > �.UDZF]\N +� �����@� RX VHMD�� � � � � � � � � � � � � �
PHVPR GHVFREULQGR D FKDYH PHVWUD DWXDO� R DWDFDQWH QmR FRQVHJXLUi GHFLIUDU PHQVDJHQV TXH� � � � � � � � � � � � �
XWLOL]DP DV YHUV}HV DQWHULRUHV GD FKDYH� D FKDYH PHVWUD p HYROXtGD WRGD YH] TXH IRU XWLOL]DGD� � � � � � � � � � � � � � � �
SDUD LQLFLDOL]DU XP L'99� $ HYROXomR RFRUUH DWUDYpV GH XPD IXQomR KDVK FULSWRJUiILFD QD� � � � � � � � � � � � � �
IRUPD�GH��FKDYH�PHVWUD� �+$6+�FKDYH�PHVWUD� ���

0pWRGR �� �KDQGVKDNH GR 7/6� 2 KDQGVKDNH GR 7/6 p XWLOL]DGR FRPR PpWRGR SDUD� � � � � � � � � � � � � �
LQLFLDOL]DU�R�L'99��&RPR�PHQFLRQDGR�DQWHULRUPHQWH��R�7/6�GHSHQGH�GD�3.,��

$ �7DEHOD � DSUHVHQWD XPD FRPSDUDomR HQWUH RV GRLV PpWRGRV LPSOHPHQWDGRV� &RPR� � � � � � � � � � � �
SRGH�VHU�REVHUYDGR��VmR�DYDOLDGDV�D�FRPSOH[LGDGH��R�FXVWR�H�D�ODWrQFLD��GHVHPSHQKR���

�

7DEHOD����&RPSDUDomR�HQWUH�RV�GRLV�PpWRGRV�LPSOHPHQWDGRV�
�

0pWULFD�
'LIILH�+HOOPDQ��

L'99�
+DQGVKDNH�7/�

&RPSOH[LGDGH� EDL[D� DOWD�

&XVWR� EDL[R� DOWR�

/DWrQFLD��V�� ���� �����

�

&RP UHODomR j FRPSOH[LGDGH GRV GRLV PpWRGRV� R '+ DSUHVHQWD XPD FRPSOH[LGDGH� � � � � � � � � � � �
EDL[D TXDQGR FRPSDUDGD DR �KDQGVKDNH GR 7/6� 2 '+ p XP DOJRULWPR VLPSOHV� GH IiFLO� � � � � � � � � � � � � � �
LPSOHPHQWDomR� 3RU RXWUR ODGR� R �KDQGVKDNH GR 7/6 p XP SURWRFROR FRPSOH[R� TXH GHSHQGH� � � � � � � � � � � � � �
GH YiULDV YDULiYHLV� UHTXHU D WURFD GH YiULDV PHQVDJHQV HQWUH $ H %� H SRVVXL XPD� � � � � � � � � � � � � � � �
LPSOHPHQWDomR FRPSOH[D �LQWHJUDGD DRV VXE�SURWRFRORV GR 7/6� H JUDQGH �PXLWDV OLQKDV GH� � � � � � � � � � � �
FyGLJR�� (VVH DUJXPHQWR p UHIRUoDGR TXDQGR REVHUYDPRV D TXDQWLGDGH GH IXQo}HV H� � � � � � � � � � � �
SULPLWLYDV FKDPDGDV SRU FDGD XP GRV PpWRGRV� 2 �KDQGVKDNH GR 7/6 UHDOL]D� � � � � � � � � � � �
DSUR[LPDGDPHQWH��[�PDLV�FKDPDGDV�GH�IXQomR�TXH�R�'+��

2 VHJXQGR SRQWR GH DYDOLDomR p R FXVWR� (QTXDQWR R FXVWR GD LPSOHPHQWDomR H� � � � � � � � � � � � � �
FRPSXWDomR�GR�'+���35)���.')�p�EDL[R��R�FXVWR�GR��KDQGVKDNH��GR�7/6�p�EDVWDQWH�HOHYDGR���

$QDLV�GR�����6$/­2�,17(51$&,21$/�'(�(16,12��3(648,6$�(�(;7(16­2���6,(3(�
8QLYHUVLGDGH�)HGHUDO�GR�3DPSD���6DQWDQD�GR�/LYUDPHQWR����D���GH�QRYHPEUR�GH������



)LQDOPHQWH� D DQiOLVH GH GHVHPSHQKR� REVHUYDQGR D ODWrQFLD H R WHPSR GH H[HFXomR QD� � � � � � � � � � � � � �
&38 GRV GRLV PpWRGRV� QmR GHL[D G~YLGD VREUH R PpWRGR PDLV DGHTXDGR SDUD LQLFLDOL]DU R� � � � � � � � � � � � � � �
L'99� (QTXDQWR R PpWRGR GR �KDQGVKDNH GR 7/6 REWHYH XPD PpGLD GH �����V SRU UHTXLVLomR� � � � � � � � � � � � � � �
H XP WHPSR GH &38 �PRGR NHUQHO � PRGR XVXiULR� GH �����P� R '+ � 35) � .') REWHYH� � � � � � � � � � � � � � � � � � �
XPD PpGLD GH DSHQDV ����V SRU UHTXLVLomR H XP WHPSR GH &38 GH ����P� RX VHMD�� � � � � � � � � � � � � � � �
DSUR[LPDGDPHQWH �[ PDLV HILFLHQWH HP WHUPRV GH ODWrQFLD H �[ PHQRV GLVSHQGLRVR HP WHUPRV� � � � � � � � � � � � � �
GH�WHPSR�GH�XWLOL]DomR�GD�&38��

�
��&216,'(5$d®(6�),1$,6��

2V GRLV PpWRGRV LQYHVWLJDGRV� '+�35)�.') H �KDQGVKDNH 7/6� SRGHP VHU XWLOL]DGRV� � � � � � � � � � �
SDUD VXEVWLWXLU R .'& QD LQLFLDOL]DomR GR L'99 HQWUH GXDV HQWLGDGHV $ H %� (QWUHWDQWR� FRPR� � � � � � � � � � � � � � � �
GLVFXWLGR QD 6HomR �� R PpWRGR '+�35)�.') p PDLV HILFLHQWH HP WRGRV RV SDUkPHWURV GH� � � � � � � � � � � � � � �
DYDOLDomR�FRQVLGHUDGRV��FRPSOH[LGDGH��FXVWR�H�GHVHPSHQKR�ODWrQFLD���

7UDEDOKRV IXWXURV �� ,PSOHPHQWDomR GH XPD YHUVmR GR .'& XWLOL]DQGR R PpWRGR� � � � � � � � � � �
SURSRVWR QHVWH WUDEDOKR� $SOLFDomR GH WHFQRORJLDV FRPR 6*;�,QWHO QR FRQWH[WR GR PpWRGR� � � � � � � � � � � �
SURSRVWR��$YDOLDomR�GH�FHQiULRV�GH�DSOLFDomR�SUiWLFD�GR�L'99��FRPR� �,QWHUQHW�RI�7KLQJV ���,R7���
�

5()(5Ç1&,$6��

'LIILH� :�� 	 +HOOPDQ� 0� ������� 1HZ GLUHFWLRQV LQ FU\SWRJUDSK\� �,((( WUDQVDFWLRQV RQ� � � � � � � � � � � � �

,QIRUPDWLRQ�7KHRU\ ��� ������������������

.UHXW]� '�� <X� -�� (VWHYHV�9HULVVLPR� 3�� 0DJDOKDHV� &�� 	 5DPRV� )� ������� 7KH .,66� � � � � � � � � � � � � �
SULQFLSOH LQ VRIWZDUH�GHILQHG QHWZRUNLQJ� DQ DUFKLWHFWXUH IRU NHHSLQJ LW VLPSOH DQG VHFXUH�� � � � � � � � � � � �
DU;LY�SUHSULQW���

5HVFRUOD��(�����������7KH�WUDQVSRUW�OD\HU�VHFXULW\��7/6��SURWRFRO�YHUVLRQ�������1R��5)&�������

&DUOLVOH $GDPV� *XHQWKHU .UDPHU� 6HUJH 0LVWHU DQG 5REHUW =XFFKHUDWR� ³2Q 7KH 6HFXULW\ RI� � � � � � � � � � � � �
.H\�'HULYDWLRQ�)XQFWLRQV´��,6&¶������/1&6����������������

0� %HOODUH� 5� &DQHWWL� DQG +� .UDZF]\N� ³3VHXGRUDQGRP )XQFWLRQV 5HYLVLWHG� 7KH &DVFDGH� � � � � � � � � � � �
&RQVWUXFWLRQ�DQG�,WV�&RQFUHWH�6HFXULW\´��3URF����WK�)2&6��SDJHV����±�����,(((��������
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